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Chapter 1. Purpose of this document

This documentriesto sene asa sourceof informationon PublicKey InfrastructuregPKIs) and
focuseson both of thetheoreticandpracticaldescriptionof PKIs.

With relationto specificstandardsthe work of the PKIX Working Group' is presentedThereis
anemphasi®on thesestandardandthereis an attemptto classifyimplementationgccordingto the
degreeof compliance.

This documentstartswith anintroductionon public—key cryptographyThen, it describeseveral
publicly availableimplementationgroviding afeatureby featurecomparison.

Thereis afurtherdiscussioron securityissueswith accordancevith PKIs.

Theimplementationsrepresentedsaneducationainstrumento testthe protocolsto provide a
sourceof feedbackandto enablethe individual to learnmoreaboutthe wonderfullworld of PKIs.

Note: The latest version of this document can be found at the OSPKI Book WWW site 2.

Notes

1. http://wwwi.ietf.org/html.charters/pix-chaterhtml
2. http://ospkibook.sourcefgenet/
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Chapter 2. Introduction to Cryptograph y

Communications anessentiapartof life. We cansaythatit marksthe progresf humanbeings.
Traditionalmediafor communicatiorarethe sendingof lettersthroughthe PostOffice, talking over
the phonethroughthe Telecommunicationsompaly, or — morecommonly— to speakdirectly with
theotherpersonTheseraditionalmediahave existedfor along periodof time andspecialprovisions
have beenmadesothat peoplecancommunicatén a secureway, eitherfor personabr for business
communicationFor face—to—-Acecommunicationpeoplecanrecogniseeachothers physicalchar
acteristicsor they can comparehand—writtensignatureswith that of official documentdike an ID
card.Mimicking all of the physicalcharacteristicef a personis difficult. Peoplecanacceptwith a
high level of certaintytheidentity of their colleague Signatureforging is difficult andtherearelaws
that defineforging asa crime. The bottomline is that for eachcommunicatiormedium,thereis a
transitionalperiod when specificlaws andtechnologiesare setin orderfor peopleto communicate
securelyandtransparently

The Internet,asa network thatinterconnectsietworks of computersaroundthe world, is a new
communicatiormediumthat is substantiallydifferentfrom existing ones.For example,on the In-
ternet,the communicatingpartiesdo not have physicalcontact.lt is rathermoredifficult for oneto
disguiseoneselfto someonelse immitatethevoiceandotheraspectdehaiour andgetinformation
onprior commonexperiencesOn-linetransactionslo notimposesuchbarriersfor illegitimatetrans-
actions.Additionally, on the Internet,onecanautomatehe sametype of fraud bringing highergains
and a biggerincentive. The law andthe technologiedo let transparenaind securecommunication
have notbeenfully definedor setyet.

Cryptographyhasprovideduswith digital signatureshatresemblen functionalitythehand—written
signaturesanddigital certificateghatrelateto anID cardor someotherofficial documentHowever,
in orderto usethesetechnologiesye needto make the necessaryprovisionsso thattheir usageis
equallytransparenandsecure.

The Public Key Infrastructuresalong with the Priviledge Managementnfrastructureare candi-
datesto aid this transpareng andsecurityof applicationsof the Internet.Both of theseconceptsare
describedn Chapterb.

Big partsof thefollowing introductionto cryptographyhasbeentakenfromthe SSLeayCertificate
CookbookR, written by Frederickd. Hirscl.

2.1. Cryptographic Algorithms

Cryptographyhassereraldifferencesrom puremathematicsOneof theseis thatcryptographyis
moredescriptvein its textbooks.While amathematiciamayuseA andB to explain analgorithm,a
cryptographemay usethe fictiousnamesAlice andBob. Thus,in thenext sectionsthe namesAlice
andBob arenot randomlychosenthey canbefoundin almostall cryptographytextbooks.

Supposdlice wantsto sendamessag#o herbankto transfemoney. Alice wouldlikethemessage
to be private, sinceit includesinformation suchas her accountnumberand transferamount.One

13



Chapter2. Introductionto Cryptography

solutionis to usea cryptographicalgorithm, a techniquethat would transformher messagénto an
encryptedform, unreadablexceptby thosefor whomit is intended Whenencryptedthe message
canonly beinterpretedhroughthe useof the correspondingecretkey. Withoutthe key themessage
is uselessgoodcryptographicalgorithmsmale it sodifficult for intrudersto decodehe original text
thatit isn’t worth their effort.

Therearetwo cateyoriesof cryptographiclgorithms:corventionalandpublic key.

Corventionalcryptographyalsoknown assymmetriccryptographyrequiresthat the senderand
recever sharea key: a secretpieceof informationthatis usedto encryptor decrypta messagelf
this key is secretthennobodyotherthanthe senderor recever canreadthe messagelf Alice and
thebankeachhasa secretkey, thenthey may sendeachotherprivatemessages hetaskof privately
choosinga key beforecommunicatinghowever, canbe problematic.

Publickey cryptographyalsoknown asasymmetriccryptographysolvesthe key exchangeprob-
lem by defininganalgorithmwhich useswo keys, eachof which canbeusedto encrypta messagdf
onekey is usedto encryptamessagethenthe othermustbeusedto decryptit. This makesit possible
to receive securanessageby simply publishingonekey (thepublic key) andkeepingtheothersecret
(the privatekey).

Anyonemay encrypta messageisingthe public key, but only the owner of the privatekey is able
to readit. In this way, Alice may sendprivate messageso the owner of a key—pair (the bank) by
encryptingit usingtheir public key. Only the bankcandecryptit.

Examplesof public—key algorithmscanbefoundat AppendixC.

2.2. Message Digests

Although Alice may encrypther messagéo make it private,thereis still a concernthatsomeone
might modify her original messagenessag®r substituteit with a differentonein orderto transfer
the money to themseles,for instance Oneway of guaranteeinghe integrity of Alice’s messagés
to createa concisesummaryof her messagand sendthis to the bankaswell. Uponreceiptof the
messagethe bank creatests own summaryand comparest with the one Alice sent.If they agree
thenthemessagevasrecevedintact.

A summarysuchasthis is called a messageligest,one—vay function, or hashfunction. Mes-
sagedigestscreateshort, fixed—lengthrepresentationsf longer, variable—lengthmessagesDigest
algorithmsare designedo produceuniquedigestsfor differentmessagedMessagadigestsmake it
difficult to determineghe messagdérom the digest,anddifficult to find two differentmessagewhich
createthe samedigest— eliminatingthe possibility of substitutingone messagdor anotherwhile
maintainingthe samedigest.

Anotherchallengethat Alice facesis finding a way to sendthe digestto the banksecurelywhen
thisis achieved,theintegrity of theassociatedhessagés assuredOneway to to thisis to includethe
digestin adigital signature.

14



Chapter2. Introductionto Cryptography

2.3. Digital Signatures

WhenAlice sendsamessagéo the bank,thebankneedso ensurghatthe messagés really from
her, andnotanintruderrequestingatransactiorinvolving heraccountA digital signaturecreatedby
Alice andincludedwith the messagesenesthis purpose.

Digital signaturesare createdby encryptinga digestof the messageandotherinformation(such
asasequencaumber)with the senders privatekey. Thoughanyonemaydecryptthe signatureusing
the public key, only the signerknows the privatekey. This ensureghat only the signatorsignedit.
Includingthedigestin thesignaturenmeanghesignaturds only goodfor thatmessaget alsoensures
theintegrity of themessagsinceno onecanchangehedigestandstill signit.

To guardagainstinterceptionandreuseof thesignatureby anintruderat alaterdate thesignature
containsanuniguesequenc@&umber This protectsthe bankfrom a fraudulentclaim from Alice that
shedid notsendthe message—only shecouldhave signedit (non-repudiation).

2.4. Certificates

AlthoughAlice couldhave sentaprivatemessagéo thebank,signedt, andensuredheintegrity of
themessageshestill needdo besurethatsheis really communicatingvith thebank.Thismeanghat
sheneedgo be surethatthe public key sheis usingcorrespondso the bank’s privatekey. Similarly,
thebankalsoneeddo verify thatthe messagesignaturereally correspondso Alice’s signature.

If eachparty hasa certificatewhich validatesthe other's identity, confirmsthe public key, andis
signedby atrustedageng, thenthey both areassureahatthey arecommunicatingvith whomthey
think they are.Eachpartyuseshe publickey of thetrustedageng to verify thecertificateof theother
party andsubsequentlyo ensurethe authenticityof the users’public key.

2.5. Certification Authority

Thetrustedageng thatsignsCertificateswith its privatekey andletsothersverify Certificatesy
theusageof thecorrespondingublickey is calleda CertificationAuthority, or CA. This Certification
Authority is alsoknown asa TrustedThird Party (TTP), sinceit is regardedhat,in orderto betrusted,
it shouldnot have commoninterestswith ary of thetwo parties.

Note: It is believed that a bank should not be a Certification Authority and also be the party that
you make economic transactions with. They reason is that, as a CA, it can favor itself, as a party
one does business with.

In this documentve concentrat®n the technicalaspect®f the CertificationAuthority.
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Notes

1. http://wvww.ultranet.com/~fhirsch/&pes/cookssl_cok.html

2. http://www.ultranet.com/~fhirsch/&pes/cool{ss|_intrahtml
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Chapter 3. Basic functionality of a Public Key
Infrastructure[T ODO]

Alice wantsto communicatesecurelywith Bob. In essencethis meanghat Alice doesnot want
someonelseto listento thecorversationwantstheinformationsentto Bob notto bealteredontheir
way to him andfinally shewould possiblylike a mechanismo prove thatshehadthis corversation,
in case,for somereason,claim he did not. We shall describeall the stepsnecessaryo establish
communicatiorusingthe CertificationAuthority.

3.1. Creation of the key—pair and the certificate request

Alice createsa public/privatekey pair usinga public key algorithmlike RSA. Then,shecreatesa
certificaterequestwhich is the Certificatejust prior to signingby the CertificationAuthority. First,
the certificaterequesttontainsinformationaboutthe identity of the user suchasthe name,address,
telephonenumberande—mailaddressSecondjt containsherpublic key. Certificatescanbe usedto
authenticateot only peoplebut alsoentitiesin generalsuchasa WWW sener or a network device.
In thelattercasetheinformationin the Certificatewould bethe URL of the WWW sener, the WWW
Administratordetails,andsoon.

3.2. Signing of the certificate request by the
Certification Authority

Alice sendsher certificaterequestto the Registration Authority for its signature Any action of
approval or disapproal takesplaceat the RegistrationAuthority. Then,the RA sendsthe requesto
the CA for policy approval andto be signed.The resultof the signing— the Certificate—is sent
backto Alice throughthe RegistrationAuthority. They alsoareoftenstoredon a Directory Sener.

3.3. Certification Authority chains

Using this certificate,Alice canclaim that her public key is trustworthy. Bob who wantsto
communicatewvith her, asksfor her Certificate.Bob, in orderto verify her Certificate findsthe
public key of the CertificationAuthority thatsignedthe Alice’s public key. He needgo do that
securelyIf they areboth on the sameCertification Authority thenhe hasit already If not, he
askshis CertificationAuthority to contactthe otherCertificationAuthority for its public key. For
eachCertificationAuthority Bob’s CertificationAuthority asks,he needsthe public key of the
previous oneso thatthe authenticityof the key is assuredlf a chaincanbefoundthatleadsto
the otherCertificationAuthority thencommunicatiorcanbe established.
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Chapter3. Basicfunctionalityof a Public Key Infrastructue[TODO]

Note: The issue of inter-CA trust is very important since one bad CA can undermine the
security of the whole infrastructure. This issue is not covered here (at least in this version).

3.4. Typical uses of public key cryptograph y

Having theauthentigublic keys of eachother userscancommunicatesecurely They canencrypt
dataand make useof digital signaturesFor the part of encryption,public key cryptographyis too
slow to be usedfor the transferof large quantityof data.A symmetriccipheris more suitedto this
purposeFor this reasonthe key for the symmetriccipheris transferrecencryptedusing public—key

cryptography

18



Chapter 4. General implementation overview

We give atechnicaloverview of theprocessesf creatinga certificateandoperatinga Certification
Authority.

4.1. Prerequisites

We shalldiscussherethe softwareneededo createa usableCertificationAuthority.

4.1.1. Useful open—sour ce software

Thefollowing softwarecanprovide the collective functionality of a CertificationAuthority.

- FortheCertificationAuthority Sener, ary operatingsystemcanbeused.In caseit communicates
manuallywith theRegistrationAuthority (for example datafiles aretransferedisingafloppy disk),
it doesnot evenneedto have network support.However, it is recommendedb useoperatingsys-
temsthatprovide somesortof assurancef its stability andcanhave irrelevantsystemor network
servicesasilyremoved.We recommendJnix™ or Unix™-like operatingsystems.

+ SSL/TLSsoftware

« WWW senerwith SSL/TLSsupport

+ LDAP sener

« Text/Graphicallinterface possiblyin Jasza/HTML

Note: The PKIX standards do not suggest nor forbid the use of a WWW server for the role of a
CA/RA. To remove the need to create standalone network applications for both the CA and RA, it
is possible to use individual WWW servers operated by designated Operators.

4.2. Initialisation of the Certification Authority

Herewe describeheinitialisation phaseof the CA. This takesplaceonce.Specialcareis needed
for theprotectionof the CA's privatekey.

Note: The following examples require the OpenSSL software installed on your workstation. Also,
it is recommended to have the directory that the openssl| application resides, in your PATH envi-
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ronment variable. Possible locations for the openssl| application are /usr/| ocal / ssl/bin/ or
[usr/bin/.

4.2.1. Generate the RSA key—pair for the CA

Usethis commando generatehe RSA key—pair:

CA_Admi n% openssl genrsa -des3 -out ca. key 2048

Parameter s

genrsa

theopensstomponento generatean RSA key—pair,

-des3

thesymmetricalgorithmto encryptthe key—pair,

-Outca. key

thefilenameto storethe key—pair,

2048

sizeof RSA modulusin bits.

Executingtheabovze commandthe useris presentedvith the following information

1112 semni -random byt es | oaded
Generating RSA private key, 2048 bit |ong nodul us
Lt

e is 65537 (0x10001)

Enter PEM pass phrase: enter the pass-phrase here
Verifying password - Enter PEM pass phrase: re-enter
t he pass-phrase here

This createsan RSA key pair which is storedin thefile ca. key. This key pair is encryptedwith
3DESusinga passverd suppliedoy theuserduringkey generationTheN in RSA (theproductof the
two prime numbers)s 2048bits long. For brevity, we saythatwe use2048- bi t RSA.

A samplekey—pair, encryptedvith apass—phraseanbefoundat SectionB.1. This samekey—pair
without the pass—phrasencryptionis at SectionB.2. The decodedversionof the samekey canbe
foundat SectionB.3.
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4.2.2. Create a self-signed CA Certificate

In orderto geta self—signedCA Certificate we needto signthe CA's certificaterequestwith the
correspondingprivatekey. TheresultingCertificatehasthe X.509 structure.

CA_Admi n% openssl req -new -x509 -days 365 -key ca.key -out ca.crt

Parameter s

req

theopensstomponento generate certificaterequest,

-new

thisis anew certificate,

-x509

generatean X.509 certificate,

-days365

thetime in daysthatthe certificatewill bevalid, countingfrom now,

-key ca. key
thekey—pairfile to beused,

-Outca. crt

thefilenamethatthe new certificatewill bewritten onto

Executingtheaborze commandpresentshis dialogue:

Usi ng configuration from/usr/local/ssl/openssl.cnf

Ent er PEM pass phrase: enter the pass-phrase here

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN

There are quite a few fields but you can | eave sone bl ank

For sonme fields there will be a default val ue,

If you enter .’ , the field will be left blank.

Country Nane (2 letter code) [AU]: GB

State or Province Name (full name) [Sone-State]: Surrey

Locality Nane (eg, city) []:.

Organi zati on Nanme (eg, conpany) [Internet Wdgits Pty Ltd]: Best CA Ltd
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Organi zational Unit Nane (eg, section) []:Class 1 Public Primary Certifica-
tion Authority

Common Narme (eg, YOUR nane) []:Best CA Ltd

Emai | Address []:.

CA_Adm n%

This createsa self—signedcertificate,calledca. crt . It is valid for 365 daysfrom the date of
generationln thisstep the CA Administratorhasto entertheX.509detailsof the CA RootCertificate.

A sampleCA Certificatejn PEMformat,canbefoundatSectionB.4. TheTXT or human-readable
of the sameCertificatecanbefound at SectionB.5.

4.3. User/Ser ver key generation and signing

Theusergenerates key pair for a certificateto be usedby thatuseror ary entity thatneedso be
authenticatedby the CA. We alsoshow the signingprocedure.

4.3.1. Generate the RSA key—pair for a user/ser ver

Usethis commando generateghe RSA key pair

User % openssl genrsa -des3 -out user.key 2048

Parameter s

genrsa

theopensstomponento generatean RSA key—pair,

-des3

thesymmetricalgorithmto encryptthe key—pair,

-outuser . key

thefilenameto storethe key—pair,

2048

sizeof RSA modulusin bits.

Executionof theabove commandoresentdhe userwith the following dialogue:

1112 seni -random byt es | oaded
Generating RSA private key, 2048 bit |ong nodul us

22



Chapter4. Geneanl implementatioroverviav

+++t++++ e+

e is 65537 (0x10001)
Enter PEM pass phrase: enter the pass-phrase here
Verifying password - Enter PEM pass phrase: re-enter pass-phrase here

This createsan RSA key pair storedin thefile user . key. Thekey pair is encryptedwith 3DES
with a passverd suppliedby the userduringkey generationTheN in RSAis 2048bits long.

The readershouldnotethatthis is the sameprocedureasthe generatiorof the CA key—pair. For
samplekey—pairs,pleaseseethe appendicefistedin Section4.2.1

4.3.2. Generate a certificate request

Theusergenerates certificaterequestvith thiscommandThe CSRis sentto the CA for signing.
The CA returnsthe the signedcertificate.

User % openssl req -new -key user.key -out user.csr

Parameter s

req

theopensstomponento generate certificaterequest,

-new

thisis anew certificate,

-key user . key
the key—pairfile to beused,

-Outuser. csr

thefilenamethatthe new certificaterequestvill bewritten onto

By executingthe abore commandywe arepresentedavith thefollowing dialogue:

Usi ng configuration from/usr/local/ssl/openssl.cnf

Enter PEM pass phrase: type the pass-phrase here

You are about to be asked to enter information that will
be incorporated into your certificate request.

What you are about to enter is what is called a

Di stingui shed Name or a DN.

There are quite a few fields but you can | eave sone bl ank
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For sone fields there will be a default val ue,

If you enter '.’, the field will be left blank.

Country Nanme (2 letter code) [AU: GB

State or Province Name (full name) [Sone-State]: Surrey
Locality Nane (eg, city) []:Egham

Organi zati on Name (eg, conpany) [MyCo Ltd]:Arts Building Ltd
Organi zational Unit Nane (eg, section) []:Dept. History
Conmmon Name (eg, YOUR nane) []:Sinpbs Xenitellis

Emai |l Address []:S.Xenitellis@ hbnc. ac. uk

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:.

An optional conpany nane []:.

User %

This commandcreatesa certificaterequeststoredin the file user. csr. In this phasethe user
entersthe valuesof the fields for the X.509 Certificateas shavn. For a certificaterequestin PEM
format,pleaseseeSectionB.6. For a TXT or human-readableersion,pleasecheckSectionB.7.

4.3.3. Ask the CA to sign the certificate request

The CA recevesthe certificaterequestanddependingon the policy used,will decidewhetherto
signthe CSR.If it truststheuser it signsthe CSRasfollows:

CA _Adnin% ./ sign.sh user.csr

CA signing: user.csr -> user.crt:

Usi ng configuration fromca.config

Ent er PEM pass phrase: enter the pass-phrase
Check that the request natches the signature
Si gnat ure ok

The Subj ects Distinguished Nane is as foll ows

count r yNanme . PRI NTABLE: ' GB’

st at eOr Provi nceNane : PRI NTABLE: ’ Surrey’

| ocal i t yNane : PRI NTABLE: * Eghami

or gani zat i onNane : PRINTABLE: ’ Arts Building Ltd

or gani zat i onal Uni t Narme: PRI NTABLE: ' Dept. History’

conmonName : PRINTABLE:’ Sinps Xenitellis’

emai | Addr ess 1 ASSTRING ' S. Xenitel lis@hbnc. ac. uk’

Certificate is to be certified until Feb 6 13:30:41 2001 GVI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updated
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CA verifying: user.crt <-> CA cert
user.crt: oK
CA_Adm n%

Thiscommandoroducesafile calleduser . crt, the Certificateof theuser The sign.shscriptcan
befoundin the modsslpackagegdescribedhbove, atthe/ pkg. cont ri b/ directory This scriptuses
opensslas a baclkend. We usethe script and not the manualprocedurebecausewith the latter we
would have to performrathersereralstepsandthis would be out of the scopeof thisbook.In afuture
versionof this documentwe shallrevisit thisissue.
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Chapter 5. Internet X.509 Public Key
Infrastructure (PKIX)

In this chapter we shall provide aninformal introductionto the PKIX InternetStandardsvhich
arebeingdevelopedby the PKIX Working Groug.

5.1. Abbre viations

To avoid confusionregardingthe PKIX terminology we includethelist of termsasthey arefound
in the PKIX documentr aft -i et f - pki x- r oadmap- 05. Their full explanationcanbefoundatthe
Glossary

Table5-1.PKIX Terms

Term IAbbre viation
Attribute Authority AA
Attribute Certificate AC
Certificate

CertificationAuthority CA
CertificatePolicy CP
CertificationPracticeStatement CPS
End—Entity EE
PublicKey Certificate PKC
PublicKey Infrastructure PKI
Privilege Managemeninfrastructure PMI
RegistrationAuthority RA
Relying Party

RootCA

SubordinateCA

Subject

TopCA

With regardto the term X.509, it comesfrom the X.500 specificationon directory services.The
directory servicesserne asa kind of electronicphonebookwhereenabledapplicationscanlookup
includedentities.Eachentity hasa identifying recordor Certificateandthe formatof that Certificate
follows therecommendatioiX.509 of the InternationalTelecommunicatiotnion (ITU).
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X.500itself is consideredstoo difficult to catchon, however, the X.509 formatfor certificateds
usedby succesie standardsfFor moreinformationon X.500, onecanreadthe online book entitiled
Understanding<.500— The Directory’ by D.W.Chadwick.

5.2. Concepts

We describeimportantconceptswith regardto the PKIX standardsA Public Key Infrastructure
doesnotonly needaninfrastructurego handleidentities,it needsaninfrastructurgo handleprivileges.
Thedistinctionbetweerthetwo will becomemoreevidentin thefollowing sections.

5.2.1. Certificate—using Systems and PKIls

At the heartof recentefforts to improve Internetsecurityare a group of securityprotocolssuch
as SecureMultipurposelnternetMail ExtensiongS/MIME), TransportLayer Security(TLS), and
InternetProtocolSecurity(IPSec) All of theseprotocolsrely on public—key cryptographyto provide
servicessuchas confidentiality dataintegrity, dataorigin authenticationand non-repudiationThe
purposeof a PKI is to provide trustedandefficient key andpublic key certificatemanagementhus
enablingthe useof authenticationpon-repudiationandconfidentiality

Security services

Essentialservicesto ensurethe securityon the Internetare confidentiality datain-
tegrity, dataorigin authenticatiorandnon—repudiationThesecanbe achievedwith pro-
tocolslike S/IMIME, TLS andIPSec. The protocolsneeda PKI in orderto function
effectively.

Usersof public key-basedsystemsnustbe confidentthat, ary time they rely on a public key, the
associategrivate key is owned by the subjectwith which they are communicating(This applies
whetheran encryptionor digital signaturemechanismnis used.)This confidencds obtainedthrough
the useof PKCs,which are datastructureshat bind public key valuesto subjects.The binding is
achievedby having atrustedCA verify the subjects identity anddigitally signeachPKC.

A PKC hasa limited valid lifetime, which is indicatedin its signedcontents Becausea PKC’s
signatureand timelinesscan be independentlychecled by a certificate-usingclient, PKCs can be
distributedvia untrusteccommunicationgndsener systemsandcanbecachedn unsecuredtorage
in certificate-usingystems.

PKCsare usedin the processof validating signeddata. Specificsvary accordingto which
algorithmis used but the generaprocesavorksasfollows:

Note: There is no specific order in which the checks listed below must be made; implementors
are free to implement them in the most efficient way for their systems.
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- Therecipientof signeddataverifiesthatthe claimedidentity of the useris in accordancevith the
identity containedn the PKC;

- Therecipientvalidatesthatno PKC in the pathis revoked (e.g.,by retrieving a suitably-current
CertificateRevocationList (CRL) or queryinganon-line certificatestatusresponder)andthatall
PKCsarewithin their validity periodsatthetime thedatawassigned;

« Therecipientverifiesthatthe dataarenot claimedto have ary valuesfor which the PKC indicates
thatthe signeris notauthorized;

« Therecipientverifiesthatthe datahave not beenalteredsincesigning,by usingthe public key in
the PKC.

If all of thesecheckgpasstherecipientcanaccepthatthedatawassignedby thepurportedsigner
Theprocesdor keys usedfor encryptionis similar.

Note: It is of course possible that the data was signed by someone very different from the signer,
if for example the purported signer’s private key was compromised. Security depends on all parts
of the certificate-using system, including but not limited to: physical security of the place the
computer resides; personnel security (i.e., the trustworthiness of the people who actually develop,
install, run, and maintain the system); the security provided by the operating system on which the
private key is used; and the security provided the CA. A failure in any one of these areas can cause
the entire system security to fail. PKIX is limited in scope, however, and only directly addresses
issues related to the operation of the PKI subsystem. For guidance in many of the other areas,
see RFC 2527.

5.2.2. Certificate—using Systems and PMIs

Many systemaisethePKCto performidentity basedaccesgontroldecisiongi.e.,theidentity may
be usedto supportidentity-basediccessontrol decisionsafterthe client provesthatit hasaccesgo
the privatekey that correspondso the public key containedn the PKC). For mary systemghis is
sufficient, but increasinglysystemsarebeginningto find thatrule-basedrole-basedandrank-based
accesgontrolis required.Theseformsof accesgontroldecisiongequireadditionalinformationthat
is normally notincludedin a PKC, becausehe lifetime of the informationis muchshorterthanthe
lifetime of the public-private key pair. To supportbinding this informationto a PKC the Attribute
Certificate(AC) wasdefinedin ANSI and later incorporatednto ITU-T RecommendatioiX.509.
The AC formatallows ary additionalinformationto be boundto a PKC by including,in a digitally
signeddatastructure,a referencebackto one specificPKC or to multiple PKCs, usefulwhenthe
subjecthasthe sameidentity in multiple PKCs. Additionally, the AC canbe constructedn sucha
way thatit is only usefulat oneor moreparticulartargets(e.g.,websener, mail host).

Usersof a PMI mustbe confidentthat the identity purportingto posessn attribute hasthe right
to possesghat attribute. This confidencemay be obtainedthroughthe use of PKCsor it may be
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configuredin the AC-usingsystem.lf PKCsare usedthe party makingthe accessontrol decision
candeterminé'if the AC issueris trustedto issueACscontainingthis attribute."

5.3. Overview of the PKIX approach

PKIX, in orderto describepublic—key infrastructuresusesthe termsPKI andPMI. Onecanfind
similaritiesbetweernthetwo. The maindifferencels thatthe PKI handleghe PublicKey Certificates
while the PMI handleghe Attribute Certificates A goodmetaphoto distinguishbetweernthetwo is
to associateghe former with the passporof a personandthe latter with the visa. The one provides
identity andthe otherpermission.

5.3.1. PKIX standar disation areas

PKIX is working onthefollowing five areas.

1. Profilesof X.509v3 PublicKey Certificatesand X.509 v2 CertificateRevocationLists (CRLS).

It describeghe basiccertificatefields andthe extensionsto be supportedor the Certificates
andthe CertificateRevocationLists. Then,it talks aboutthe basicandextendedCertificatePath
Validation.Finally, it coversthe supportectryptographialgorithms.

2. Managemenprotocols.

First, it discusseshe assumptionsindrestrictionsof the protocols.Then,it providesthe data
structuresusedfor the PKI managemenimessagesind definesthe functionsthat conforming
implementationgnustcarryout. Finally, it describes simpleprotocolfor transportingPKI mes-
sages.

3. Operationaprotocols.

Currentlythey describenow LDAPv2, FTPandHTTP canbeusedasoperationaprotocols.

4. CertificatepoliciesandCertificatePracticeStatements.

The purposeof this documenis to establisha clearrelationshipbetweencertificatepolicies
and CPSs,andto presenta framework to assistthe writers of certificatepoliciesor CPSswith
their tasks.In particular the framework identifiesthe elementghat may needto be considered
in formulating a certificatepolicy or a CPS.The purposeis not to defineparticularcertificate
policiesor CPSsperse.
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5. Time-stamping@nddata—certification/glidationservices.
TherearenoRFCsontheseserviceget,asthedocumentsrestill classifiedasinternetDrafts.

Thetime—stampingervicegdefineatrustedthird—partythatcreatesime stamptokensin order
to indicatethata datumexistedat a particularpointin time. The datacertificationandvalidation
servicegrovide certificationof possesiomf dataandclaim of possesiorf data,andvalidation
of digitally signeddocuments&ndcertificates.

TherelevantRequestor Comment{RFC)documentsaredepictedn thefollowing table

Table 5-2. Table of RFCs for PKIX documents

Subject RFC

Profilesof X.509v3 PublicKey Certificatesand [RFC 2459
X.509v2 CertificateRevocationLists (CRLS)

PKIX CertificateManagemenProtocols RFC2510
Operationaprotocols RFC2559,RFC2585,RFC 2560
CertificatePolicy andCertificationPractices RFC2527

Framevork

Time—stampingnddata—certificatiorservices [No RFCsyet, only internetdraftsavailable

Thespecificatiorof theX.509Certificatess verygenerahndextensible To ensurenteroperability
betweerdifferentinternet-centri¢mplementationghe PKIX Working Groupdefineda profile, which
is a descriptionof the format and semanticsof certificatesand certificaterevocationlists for the
InternetPKI.

The operationabprotocolsarethe protocolsthat arerequiredto deliver certificatesand CRLs (or
statugnformation)to certificate—usinglient systemsThereis anemphasito have avarietyof distri-
bution mechanismsor the certificatesandthe CRLs, usingfor example,LDAP, HTTP andFTR For
example theretrieval of the CRL by amerchanto checkwhethera certificateis valid, constitutesan
operationaprotocol.

Managemenprotocolsarethe protocolsthatarerequiredto supporton—lineinteractionsbetween
PKI userandmanagemergntities. Thepossiblesetof functionsthatcanbesupportedy management
protocolsis

- registrationof entity, thattakesplaceprior to issuingthe certificate
- initialisation,for examplegeneratiorof key—pair
- certification theissuancef thecertificate

« key—pairrecovery, theability to recoverlost keys
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« key—pairupdate whenthe certificateexpiresanda new key—pairandcertificatehave to be gener
ated

« revocationrequestwhenanauthorisedersonadvicesthe CA to includea specificcertificateinto
therevocationlist

- cross-certificatiomwhentwo CAs exchangdanformationin orderto generate cross—certificate

TheCertificatePoliciesandthe CertificatePracticeStatementarerecommendationsf documents
thatwill describethe obligationsandotherruleswith regardthe usageof the Certificate.

5.3.2. Public—key infrastructure functionality

Thisis afunctionality or operation®f a PublicKey Infrastructure.

Table 5-3. PKI functionality

Functionality

Registration

Initialisation

Certification

Key—pairrecovery

Key generation

Key update

Key expiry
Key compromise

Crosscertification

Revocation

CertificateandRevocationNotice Distribution andPublication

5.3.3. Public—K ey Infrastructure (PKI)

A PKI is a setof hardware,software,people,policiesand procedureseededo create manage,
store,distribute andrevoke PKCsbasedn public—key cryptography

A PKI consistof five typesof componets.

Table 5-4. PKI components
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Type of component

Description

CertificationAuthorities(CAs)

to issueandrevoke PKCs

OrganisationaReagistrationAuthorities(ORAS)

to vouchfor the bindingbetweerpublic keys and
certificateholderidentitiesandotherattributes

Certificateholders

to signandencryptdigital documents

Clients

to validatedigital signaturegndtheir certification
pathfrom aknown public key of atrustedCA

Repositories

to storeandmalke availablecertificatesand
CertificateRevocationLists (CRLS)

In Figure5-1 thereis a simplified view of the architecturaimodelassumedy the PKIX Working

Group.

Figure5-1. PKI Entities

Operational
transactions and

management transactions

- End entity

Management transactions

PKI users

Publish Certificate

B —

PKI management
entities

RA

Publish certificate

CA

Certificate/CRL Repository

Publish CRL

Management
transactions

CA

The End—entity usingmanagementransactionssendsits certificaterequesto the RegistrationAu-
thority for approval. If it is actuallyapproved,it is forwardedo the CertificationAuthority for signing.
The CertificationAuthority verifiesthe certificaterequestindif it passesheverification,it is signed
andthe Certificateis producedTo public the Certificate the CA sendst to CertificateRepositoryfor

collectionfrom the End—entity
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The diagramshaows thatthe End—entitycancommunicatelirectly with the CA. Accordingto the
PKIX recommendationst is possibleto implementthe functionality within the CA. Althoughit is
a bit confusing,the diagramshaows all possiblecommunicationsregardlessof the implementation
decisions.

Additionally, boththe CA andRA areshown to deliver Certificatesto the repository Depending
ontheimplementationpneof thetwo is chosen.

For theissueof therevocationof the certificatesa similar coursewith the generatiorof the Certifi-
catedstaken.TheEnd—entityaskshe RA to haveits Certificaterevoked,the RA decidesaandpossibly
forwardsit to the CA, the CA updategherevocationlist andpublishest onthe CRL repository

Finally, the End—entitiecancheckthevalidity of aspecificCertificateusinganoperationaproto-
col.

5.3.4. Privileg e Management Infrastructure (PMI)

PMI is the setof hardware,software,people,policiesand procedureseededo create,manage,
store distribute andrevoke Attribute Certificates.

A PMI consistof five typesof componets.

Table 5-5.PMI components

Type of component Description

Attribute Authorities(AAS) to issueandrevoke ACs (alsocalledAttribute
Certificatelssuer)

Attribute CertificateUsers to parseor procesanAC

Attribute CertificateVerifier to checkthevalidity of an AC andthenmake use

of theresult

Clients to requestnactionfor which authorisation
checksareto bemade

Repositories to storeandmalke availablecertificatesand
CertificateRevocationLists (CRLS)

In Figure5-2 thereis aview of theexchangeshatmayinvolve Attribute Certificates
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Figure5-2. Attrib ute Certificate Exchanges

AC Issuer Server Acquisition
Client
Acquisition
Client AC "push” Server
(part of app. protocol)
Client Server
Lookup Lookup

Repository

Therearetwo typesof attribute certificatedistribution asshaw in the diagram pushandpull.

In someervironmentst is suitablefor a clientto pushanAC to a sener. This meanghatno new
connectionbetweertheclientandsenerarerequired It alsomeanghatno searctburdenis imposed
on seners,whichimprovesperformance.

In othercasesit is moresuitablefor a client simply to authenticatéo the senerandfor the sener
to requesor pull theclient's AC from an AC issueror arepository A major benefitof the pull model
is thatit canbeimplementedvithout changego the client or to the client—serer protocol. |t is also
more suitablefor someinter—domaincaseswvherethe client’s rights shouldbe assignedwithin the
sener'sdomain,ratherthanwithin theclient'sdomain.

1. http://wwwi.ietf.org/html.charters/pix-chaterhtml
2. http://Iwww.salford.ac.uk/its024/X508tm
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Chapter 6. Open-Sour ce Implementations

We arepresentinga list of open—sourcer almostopen—sourcamplementation®f PublicKey In-
frastructuresln thefollowing sectionswe shallgetinto moredetailfor eachof theimplementations.

. pyCA, by Michael Stroederavailableat the pyCA WWW sité".

. OpenCA by MassimilianoPalaandthe OpenCATeam,availableat the OpenCAWWW sité?.
. Oscarby DSTCPty Ltd, Australia,availableatthe DSTC PKI WWW sité’.

. Jonahpy IBM (andsubsidiaries otus, Iris), availableat the JonahWWW site',

a A W N P

. Mozilla OpenSourcePKI projects py theMozilla Organisationavailableatthe Mozilla WWW
site’.

6. MISPC, by the Nationallnstituteof Standardsnd Technology(NIST) availableatthe MISPC
WWW site?,

6.1. The pyCA Certification Authority

pyCA is asetof CGl scriptsthatprovideaWWW interfaceto a CertificationAuthority. Thescripts
arewritten in the programminganguagePythori, hencethe namepyCA. pyCA is distributedunder
the GPL 8 license.

6.2. The OpenCA Project[T ODO]

OpenCAis acollaboratve effort to createa public—key infrastructure Programmaticallyit resem-
blespyCA with the exceptionof usingPerlinsteadof Pythonfor the CGlI scripts.It is distributedwith
anApache—styldicense.

6.2.1. OpenCA Layout
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We describethe CA structureasusedcurrentlyin OpenCA.

Figure 6-1. Curr ent OpenCA Layout

Certification
Authority

(CAServer) —~
m

Not-networked

Registration

4>
Authority
(RAServer)
anually

Communication {RAServer/RAOperators

RA Operator #1
(RAOperator)

RA Operator #2
(RAOperator)

RA Operator N
(RAOperator)

Connection to Internet

Networked

The Certification Authority -ndash;-ndashfor securityreasonsandin accordancavith the cur-
rentlayout-ndash;-ndastshouldnot be networked.It manuallycommunicatesvith the Registration
Authority, perhapsisingremovablemedia.

The RegistrationAutho
the RA Operator

The RA Operatoiis the

rity shouldnot have directaccesgo the Internetbut be accessedhrough

interfaceof OpenCAbetweerusersandthe Internet.

6.2.2. OpenCA Abbre viations

Throughouthe documentationve usethe following terminology

Table 6-1. OpenCA Ab

breviations

Term

OpenCA Object Name

CertificationAuthority

CASener
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Term OpenCA Object Name
RegistrationAuthority RASener
RA Operator RAOperator

Note: The reader should notice the difference between the CA as an organisation or a company
and the CA as CAServer. Currently, we do not differentiate explicitly and the user has to identify

the correct meaning by the context.

Note: In several parts of the documents we use the terms Certificate Signing Request and re-
quests to describe the same thing. The latter term is common in programming contexts.

6.2.3. Software packages

Thisis the basicsoftwareusedto implementOpenCA.Current(May, 2000)versionsaredepicted

in thetablefollowing thelist.

a A W N P

. CompatibleOperatingsystemlik e Linux ®, availablefrom http://wwwlinux.org®
. OpenSSL availablefrom http://www.openssl.ag™

. ApacheWWW Sener, availablefrom http://www.apache.ar'

. mod-sslApachemodule,availablefrom http://www.modssl.og"

. OpenLDAP, availablefrom http://www.openldap.ay™

We subsequentlynstall the OpenCAsoftware. At the time of writing, the latestversionis 0.2.0,
availableat http://www.openca.ag/dovnloadshtmf

Table 6-2. Curr ent Versionsof OpenCA prerequisitesoftware

Software Current version
RedHat®Linux 6.2
OpenSSLSSL/TLSsoftware 0.9. 5a
ApacheWWW Sener 1.3.12
modssISSL/TLSApachemodule 2.6.4
OpenLDAP LDAP software 1.2.10
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Software Current version

Perlinterpreter 5.6.0

6.2.4. Functionality of the CA Server (CAServer)

Thefunctionality of the CertificationAuthority Seneris:
Thesourcecodedescribeshe CA senerasCAServer

Thefollowing sectionsandsubsectionaretheoptionspresentedo theuserby the WWW interface
to administetthe CA. Thisinterfaceis therecommendedethodof administration.

Note: The content of this section is subject to change in the future.

6.2.4.1. Initialisation / CA Management

+ Generateen CA privatekey

This procedureis describedn Section4.3.1 Generatinga new secret(private) key for a CA
andoverwritingtheold oneis animportantproceduresincepreviously—issuedertificatedbecome
invalid. Theuseris warnedthatthe currentCA privatekey will be overwritten.

Note: In fact, with the current version of OpenCA, the previous current key is not overwritten,
as the software saves the current key in a file with an extension of .old. However, previous any
previous keys are overwritten.

The useris promptedwith a dialog box for the CA secretkey. This CAsecetkey is in factthe
pass—phasethat protectsthe CA privatekey. For example,if we useRSA asthe public key algo-
rithm, thekey generatiorproceduraggeneratesa setof very largenumbersA partof themconstitute
the privatekey. This informationmustnot be compromisedIn orderto make it moresecurewe
encryptthis informationwith a block cipherlike DES, Triple—-DESor IDEA. Subsequentlywvhen
thereis a needto have the value of the private key, the applicationasksus for the pass—phrase,
decryptsthe encryptedprivatekey, andusesit.

Note: Safe choices for an encryption algorithm are Triple—DES (3DES or sometimes written
DES3) and IDEA. DES is not considered a safe choice, unless key recovery is an issue. :)
Apart from the joke, the user should be aware that using high—grade encryption does not mean
that the system is secure. All components of a system need to be secure in order to have a
secure system. In the case of OpenCA, there are a lot of components.
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Note: It is common practice that once the private key is used by the application, it should
not be kept in the computer's memory any longer. When there is a need for the private key, the
application should ask for it. This is more secure but requires human intervention when there
is a need for the private key. For example, when we need to restart a server.

Next theuseris aslkedfor thesizeof the CA key in bits. Thisis thesizeof N in RSA, theproduct
of thetwo large prime numbersThis affectsthe securityof the CertificationAuthority.

A choiceof 512bits is not consideredafewhile oneof 1024bits is consideredelatively safe.
2048bits areconsideredo beasecurechoicewith current(May, 2000)informationaboutfactori-
sation.

Note: Consider that when the key length rises, so does the time needed to generate and do
operations with the keys. For instance, on a Pentium® Pro computer, generating a key of size
1024 bits requires approximately 3 seconds; 2048 bits requires around 13 seconds. The tests
were carried out using the OpenSSL software and running the Linux® operating system. Key
generation takes place once in the lifetime of the key. Other operations, like the signing and
verification of digital signatures, take place more frequently and remain to be benchmarked.

Note: With Pentium® Il or better computers, the size of 2048 bits is both a fast and secure
choice. Once we click OK, the key—generation takes place. This takes several seconds. The
user should wait for it to complete.

You canfind a sampleencryptedprivatekey in PEM formatat SectionB. 1.

« Generatamewn CA CertificateSigningRequest

Thisis the proceduralescribedn Section4.3.2 Essentiallythe certificaterequesis generated
to belaterself—signedvith the public key of the CA, generatedvith the previousoption.

« ExportCA CertificateRequest

This optionexportsthe CA certificaterequespenerate@bove. A file is createdn thefile system
thatcorrespondsvith the CSR.

« Generatéself—-SignedCA Certificate

This optionusesthe generatedCSRto createthe CA Certificate.lt signsit with the public key
of the CA.
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« ExportCA Certificate

This option exports the generatedCA Certificateor asit is sometimescalled, the Root CA
Certificate.Copiesof this Certificateshouldbe givento the public.

6.2.4.2. Requests

« Importrequests

This importsrequest§CSRs)for signingto the CA. The RASener Administratorhasusedthe
Export requests commandto export the Certificate Signing Requestdo, possibly a removable
medium.With this commandthe CASener Administratorwill retrieve themfor signing.

- Pendingrequests
This shaws the pendingrequestghat resideon the CA. We should note that as requestwe
describahe CertificateSigningRequestPendingequestaretherequestshathave beenuploaded
to the CertificationAuthority andwait to be signed.

Note: The same terminology, pending requests is used on the Registration Authority with
a different meaning. On the Registration Authority, a pending request is a Certificate Signing
Request that remains to be approved by the Registration Authority Administrator and be sent

over to the Certification Authority.

« DeletedRequests

Thisshovsthedeletedequestso the CA. A CertificateSigningRequesthathasbeenuploaded
to the CertificationAuthority maynotbefinally grantedoermissiorandbe signed With thecurrent
layoutof the relationshipof the CASener andthe RASener, the RASener signseachCertificate
SigningRequestvith its own privatekey. The CASener checksthe signatureandif it is verified,
it createghe Certificate Otherwiseit deletest andit is shavn here.

- Remwe DeletedRequests

This removesthe deletedrequestdrom the CA. It meansthat the requestsare physically re-
movedfrom thefile systemof the CASener.
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6.2.4.3. Certificates

- IssuedCertificates

This shavs all Certificateseverissuedby the CertificationAuthority.

« ExportCertificates

This exportsthe Certificatedo aremovablemediain orderto bedeliveredto theRASener. It is
theresponsibilityof the RASenerto distributethe Certificatego the individual owner.

6.2.4.4. Certificate Revocation List CRL

+ ExportCRL

This exportsthe CertificateRevocationList to theRASener. The RASener hastheresponsibil-
ity to make the CertificateRevocationList known andavailableto theindividual users.

6.2.5. Functionality of the RA Server (RAServer)

This is the functionality of the RegistrationAuthority (RASener) Sener. The variouslocal Reg-
istrationAuthority Operatorcommunicatavith this intermediaryon behalfof the users’requestsin
orderto have accesdo the CA. No usercommunicateslirectly with the RA sener. The RA sener
shouldbe placedat a very high securitylevel to preventunauthorizecaccessThe RA Sener is ad-
ministeredby the RegistrationAuthority Administrator The actionsavailablearelisted next.

While perusingthe sourcecode,you will seethe principal Registration Authority Sener to be
describechsRAServer

Note: The content of this section is subject to change in the future.
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6.2.5.1. Requests

« ExportRequests

Exporttheapproedrequestdo the CASener.

- PendingRequests

Show CertificateSigning Requestsvaiting for approval by the RASener Administrator Ap-
proval canbebasedo IdentificationDocumentsor othercredentials.

« ApprovedRequests

Show CertificateSigningRequestshathave alreadybeenapproved by the RASener Adminis-
trator. TheseCertificateSigningRequestwill be sentto the CASener usingthe Exportrequests
function.

+ Remwe ExportedRequests

Theapprovedrequestspncethey areexportedto the CASener, canberemovedwith thisoption.

6.2.5.2. Certificates

« Import CA Certificate

This importsthe Certification Authority Certificateand savesit on the local filesystem.This
copy of the Certificatewill be publishedusingtheadjacentommanddo theinterestedarties.

« ImportNew Certificates

Thisimportsthenewly signedCertificatedrom the CASener. The Certificatesarecopiedto the
localfile system.

- ExportCertificatesontoLDAP

Thiscommandexportsthe Certificatedo thespecified.DAP sener. Theuserswill retrievetheir
Certificateby accessinghe LDAP sener, ratherthencontactingdirectly the RASener.

44



Chapter6. Open-Soue Implementations

6.2.5.3. Certificate Revocation List CRL

+ ImportCRL

This importsthe CertificateSigning Requesfrom the CertificationAuthority sothatit canbe
published.

« ExportCertificateRevocationRequests

This commandexports approsed RevocationRequestdo the CASener. Then,the CASener
revokestheseCertificates.

6.2.5.4. Miscellaneous Utilities

- Sende—mailto usersfor newly—issuedcertificates

This informs the usersthat the Certificatehasbeenpreparedand that they shouldfollow the
indicatedprocedurdo collectit.

- DeleteTempfiles (After importingcertificates).

This is a clean—upcommandWith the currentimplementatiorof OpenCA,whenthe usersare
beingsenta notification,temporaryfiles arecreatedo indicatethe e-mailto be sent.If thesefiles
arenot deletedthen,on the next batchmailing, userswho have alreadyrecevveda notificationare
notifiedagain.

6.2.6. Functionality of the RA Operator s (RAOperators)

ThePublicSeners,—thesenersthattheusersactuallyhave accesso —aresecurely—configured
senersthat ask for Certificates,deliver them, and so on. This is the only entry point to the CA
infrastructurdrom the Internet.
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The sourcecodedescribeshelocal SecureRA senersasRAOperators.

Note: The content of this section is subject to change in the future.

6.2.6.1. Get Root CA Certificate

This allows the userto import the root Certificateof the CertificationAuthority into the browser
This is a basicandimportantprocedurelt takesplaceoncein the life—time of the CertificationAu-
thority Certificate.Other documentatiordescribeghis Certificateas the Root Certificate It is the
startingpoint to enablethe clientto communicatesecurelywith the CertificationAuthority.

6.2.6.2. Certificate Revocation Lists

ThisbringsuptheCertificateRevocationList page Herethe CertificateRevocationList, produced
by the CertificationAuthority is importedinto the browseror otherapplication.

« OpenCAs CertificateRevocationList (DER format)

With this option,a browser—importabl€ertificateRevocationList is generatedo be automati-
calyincludedin the CRL list of thebrowser The CRL is in the DER format.

- OpenCAs CertificateRevocationList (PEM format)

With this option, the CertificateRevocationList is generatednto the PEM format. Similar to
above.

« OpenCAs CertificateRevocationList (TXT format)

With this option,the CertificateRevocationList is generatedhto text format. Thefile generated
by this commandcanbe very big.

6.2.6.3. Request a Certificate

Initiate the procedurdo request certificate.

6.2.6.4. Get Requested Certificate
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This allows the userto retrieve theissuedcertificateandsubsequentlymportit to theapplication.

The userhasreceved the notificatione—mailfrom the RegistrationAuthority andis promptedwith
intructionsto retrieve the Certificate.In the e—mail,thereis a serialnumberof the Certificatethathas
to be presentedo the RAOperatorin orderto retrieve the Certificate. The serialnumbersenesasan
identificationasto which Certificatewill beretrieved.It is notusedfor authenticatiorpurposes.

6.2.6.5. Issued Certificates List

This optionpresentsa list of theissuedcertificateof this CertificationAuthority.

6.2.7. Status of the OpenCA Project

TheOpenCAProjectis evolving quickly. Thecurrentversionatthetime of writing (May, 2000)is

0.2.0.Latestreleasdénformationcanbe foundat the OpenCAStatus® page.

6.2.8. Future OpenCA work

This sectiondescribeshefuturework neededor OpenCA.

The currentlayoutof OpenCA(seeFigure6-1) is notyet scalableto supportmultiple CASeners
or RASeners.Currentlythis is not a high—priorityissueasit is moreimportantto comeup with a
simple,secureandcleanimplementatiorof a CA.

Do morework onthe LDAP support.

Also, thereare scalabilityissueswith high usageof OpenCA.The currentimplementatioruses
PerlCGlI scripts.Thesescriptsinvoke the opensshpplication.Theoverheadf invoking thesetwo
big executablegperlandopenssl)s considerableDependingonthe hardwareconfigurationthere
is alimit wherethe physicalmemorybecomesxhaustedThe systemstartsswappingheavily and
theload goeshigh.

Possiblesolutionsherewould be to make useof mod-perlfor the ApacheWWW Sener. This
addsa new componenthatneedgo beincludedin afuture securityreview.

Calling the OpenSSUibrary would be muchmoreefficient thaninvoking the opensshpplica-
tion. Both PerlandC supportlibrary functioninvocation.

In the currentOpenCAlayout (seeFigure 6-1) the CASener is shavn to not be networked. It
communicatesvith the RASener usingremovablemedia.Therecould be a solutionthatallows a
networked configuratiorandmaintainsa high degreeof security

A test—suites neededo testtheinstallationfor correctnesandprovide anestimatiorof thoughput
capabilities.For the currentimplementationof OpenCAapplicationslike cURL could be used
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to write a test—suite cURL supportsSSL/TLS connectionslt is an open—sourceommand-line
application.It is foundatcURL - Clientto fetchURLs*® link.

«  OpenCAsoftwareandits componentsequirea securityreview.

« Smartcardscould be usedin The OpenCAProject.Linux® supportssmartcards.Information
is at MUSCLE SmartcarctHomePage’. MUSCLE supportsPC/SCand OCF (throughJNI). The
PC/SCsupportis morecompleteandcouldprovide thenecessarperformanceneededAlso, it can
beaccessethroughPerlandC.

«  OpenCAcould be implementedn variousotherlanguagesThe decisionfor this shouldbe the
weighingof the benefitsandthe source—codéork problem.

- Internationalisatiomf OpenCA.This couldbeaccomplishedvith thegettext supporthatperlhas.
However, this shouldwait until the softwarehasbeenstabilised.

6.3. The Oscar Public Key Infrastructure Project

Oscaris a projectof the Distributed SystemsTechnologyCenterof the QueenslandJniversity of
Technologyto createa public—key infrastructurelt implementghe cryptographidunctionsusingdi-
rectly the GMP library, unlike otherimplementationshatuseOpenSSL The programminganguage
choseris C++.

Thelicensingof Oscarallows the non-commercialisageof the software.To useit commercially
oneneeddo obtainalicense.Thisis notcompatibleto eitherthe GNU or the Apachestylelicense.

6.4. Jonah: Freeware PKIX reference implementation

Jonahis a freeware (termusedby IBM, it is not mentionedas open—soue) implementatiorof
the available PKIX standardgor a public—key infrastructurelt is one of the implementationghat
wasdesignedo follow the PKIX standard$rom the beginningandit generatedmportantfeedback
to the standardisatioprocessThe core of Jonahis written in C++ andthe sener componentsare
accessedising Java applets.The C++ codeis compatiblewith Windows NT, Solarisand AIX. We
mustemphasis¢hat Jonahwaswritten basicalyfor theinternalpurpose®f IBM andits subsidiaries
Lotusandlris asaninteroperabilitytool betweendifferentimplementationgndto be partof future
IBM products.

Thereis no Linux port yet, andthis canbe attributedto severalissuesThe developmenterviron-
mentchoseninitially wasmakinguseof the MKS Toolkit, which providesa Unix-lik e ervironment
to Windows NT. In the next version,the ODE ervironmentwaschosenBoth areincompatiblewith
Linux andrequiresomework to make themwork together Additionally, for the cryptographicsup-
port onewould needto usethe Cylink cryptolibraries,which at the momentwere export restricted.
In the next version therethe BSafeToolkit from RSA SecuritywaschosenCryptographically-wise,
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BSafeis muchmorematureandpopular However, it is acommercialproductandit remainsto have
investigatedts licensingissues.

Jonahprovidestranspareng to the choiceof cryptographicsupportby makinguseof the Com-
mon Data SecurityArchitecture(CDSA). The CommonDataSecurityArchitecture(CDSA) is a set
of layeredsecurityservicesand cryptographicframework that provide the infrastructurefor creat-
ing cross-platformjnteroperablesecurity-enable@pplicationsfor client-sener ervironments.The
CDSA solutionscover all the essentiacomponent®f securitycapability to secureelectroniccom-
merceandotherbusinesapplicationsvith serviceshatprovide facilitiesfor cryptographycertificate
managementrustpolicy managemengndkey recovery. CDSA wasdevelopedby Intel andis being
standardisetdy OpenGroup.

Jonahis not distributedwith thefull functionality dueto the cryptoissuesTo beprecise Jonahis
not availableatthe momentdueto a mysterioudicensingissuewith the CDSA support.lt is claimed
that Intel, by releasingversion2 of CDSA, hasmadethe versionof CDSA usedby Jonahillegal to
distribute. Thelastfreedistribution of Jonahwasusingversionl.2 of CDSA.

Jonahis distributedunder this'® license.

6.5. Mozilla Open Source PKI projects

Currently the softwareapplicationthatmakesmostuseof PKI technologyis the WWW browser
This importancewas realisedby Netscapeand hasleadto the creationof two librariesto aid the
unifiedsupportof cryptographyandsecurityfor boththe browserandsener software. Thesdibraries
arethe Network SecurityServicefNSS)andthe PersonaSecurityManagern(PSM)andprovide the
functionality of a PKI.

Theselibrariesarealsoplaguedwith the export—controlregulationsandcurrentlyit is undercon-
siderationto receie an export license.However, in this case,thereis an additional problemwith
the patentsandthe licenseghat coverspartsof the cryptographicsoftwarethat makesthe releaseof
the sourcecodeeven moredifficult. Currently the sourcecodedistributeddoesnot containthe full
functionality andthus,cannotbe compiled.The resultof this procedureemainsto be seen.On the
otherhand,binaryversionof thesdibrariesareboth availableandexportablefrom the US. For more
informationon thelicensingandcryptoissuesthereis anappropriateMozilla Crypto FAQ®.

Theselibraries (with the exclusionof codeon crypto and patenteccomponentdy third—parties)
arecoveredby the Mozilla Public Licensé® andthe GNU GeneralPublic Licensé™. The useis free
to chooseunderwhich of the two licenseso usethe sourcecode,eitherthe MPL termsor the GPL
terms.

6.5.1. Personal Security Manager (PSM)

PersonalSecurityManager(PSM) is a client-independentlesktopsecuritymodule.It performs
PKI operationson behalfof desktopclient applications;jncluding certificateand key management,
SSL,S/MIME, cryptographidokensupportandcentralizedadministration.
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More informationcanbefoundatthe PersonaBecurityManagei(PSMP? WWW page.

6.5.2. Network Security Services (NSS)

Network SecurityServicegNSS)is a setof librariesdesignedo supportcross-platforndevelop-
mentof security-enabledenerapplicationsApplicationsbuilt with NSScansupportSSLv2 andv3,
TLS, PKCS#5,PKCS#7,PKCS#11,PKCS#12,S/MIME, X.509v3 certificatesandothersecurity
standards.

More informationcanbefoundatthe Network SecurityServiceyNSSY* WWW page.

6.5.3. JavaScript API for Client Certificate Management

As partof thePersonaBecurityManageyanew JavaScriptAPI for Client CertificateManagement
hasbeenimplementedThe effect of this is that specificclient PKI functionality can move to the
browser allowing implementationdik e Section6.2 andSection6.1to fully take advantageof it.

Thisis thefunctionality supportecby PSMversionl.0.

1. Userfill outenrolimentform.

2. Useractioninitiatesscript (for example,pressingsubmit).
3. Thescriptcallsthe key—generationmethod.

4. EncryptionandSigningkey—pairsaregenerated.

5. TheEncryptionPrivateKey is wrappedwith the the public key of the Key Recorery Authority
(KRA). Thepublic key of the KRA is passedn in the form of a certificateaspart of the script
andis checledagainsta pre—installectertificatecopy in thelocal certificatedatabase.

6. BoththeEncryptionandSigningPublickeys,thewrappedencryptionpublickey andatext string
from the scriptaresignedby the users SigningPrivate Key. Thetext string cancontainnaming
or enrolimentinformation.

7. Thesignedinformationis returnedo the script(from the PSM).
8. Thescriptsubmitsthe signedinformationandothernecessarynformationto the CA/RA.
9. The CA/RA verify the signatureof the signedinformation.

10. The CA/RA validatetheidentity of theuser

11. The CA/RA sendghewrappedEncryptionPrivateKey to the KRA.

12. TheKRA sendsescrav verificationinformationbackto the CA.

13. The CA createsaandsignsthecertificates.

14. The CA sendghe createdcertificateshackto the PSM—-capablérowser

15. Thecertificatesarestored.
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More informationcanbe found at the JavaScriptAPI for Client CertificateManagemenit WWW
page.

6.6. MISPC Reference Implementation

Notes

NIST developedthe Minimum InteroperabilitySpecificationgor PKI ComponentgMISPC),Ver-

sion 1 with the assistancef ten partnersAT&T, BBN, Certicom,Cylink, DynCorp,|IRE, Motorola,
Nortel (Entrust),Spyrus,andVerisign.The specificatiorincludesa certificateand CRL profile, mes-
sageformatsandbasictransactiongor a PKI issuingsignaturecertificates Also, it includessupport
for multiple signaturealgorithmsandtransaction$o supporta broadrangeof securitypolicies.This
documents availableatthe MISPCWWW page.

Along with the specificationthereis areferencéamplementatiorthatis availableonly by ordering

a CDROM from NIST. The CDROM doesnot containcryptographicsupport.

© © N o g kM w NP

e e e O T T
o N O 00D W N R O

http://sites.inka.de/msython/pyca/
http://www.openca.ay
http://oscadstc.qut.edu.au/
http://www.foobarcom/jonah/
http://www.mozilla.olg/projects/securitya/
http://csrc.nist.g@/pki/mispc/welcome.htin
http://www.python.oig
http://www.gnu.og/copyleft/gpl.html

http://wwwlinux.org

. http://imww.openssl.ay

. http://ivww.apache.ay

. http://Iwww.modssl.og

. http://lwww.openldap.ay

. http://iwvww.openca.ay/dovnload shtri
. http://lwww.openca.ay/docs/releses/
. http://curl.haxx.nu/

. http://iww linuxnet.com/

. http:/imww.foobarcom/jonah/Joah-Licensehtml

51



Chapter6. Open-Soue Implementations

19. http://iwvww.mozilla.og/crypto-fag html

20. http://www.mozilla.og/MPL/

21. http://www.gnu.og/copyleft/gpl.html

22. http://www.mozilla.olg/projects/securityki/psm/
23. http://www.mozilla.olg/projects/securityki/nss/

24, http://docs.iplanet.com/docs/manuals/psii¢ircjavascrigapihtml
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Open-sourc®KI implementationsiseotheropen—sourcapplicationsandlibrariesasshavn in
Sectiond.1.1 We give generabointersto thedifferentcomponentshatatypicalimplementatiormay

use.

Table 7-1. WWW Support Locations

Software Suppor t page

RedHat™Linux RedHat™LinuxSupportCenten
SUSELinux SuSESupportPage
Caldera™Linux Caldera™Suppoirograms
DebianLinux DebianSupportPaga
Corel™Linux Corel™Support
OpenSSLSSL/TLSsoftware OpenSSLSupportPage
ApacheWWW Sener ApacheDocumentation
modssISSL/TLSApachemodule SupportForums

OpenLDAP LDAP software TechnicalSupport

Perlprogrammindanguage

EnterpriseSupport
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Chapter 8. Suppor ted Crypto hardware and
Software architectures

We provide ashortlist of compatiblewith Linux hardwarethatcanbeusedfor theimplementation
of a Public Key Infrastructure Currentlywe focuson crypto hardwareacceleratiorexpansioncards
andsmartcards.

For thesuccesfuluseof smartcards a programmingnterfaceto thesmartcardneeddo beimple-
mented Currently therearetwo suchstandardshatdescribdanterfaceso access smartcardfrom a
computerThefirstis PC/SC whichwasoriginally developedfor the Windows platformandthelatter
is the OpenCard-ramevork (OCFY whichis a cross—platfornsolution,sinceit useslava.

8.1. TrustWay Crypto PCI 2000

Bull® sells a cryptographicacceleratorcalled TrustWay Crypto PCI 2000 Cryptographicaccel-
eratorsand otherhardware devices canbe accessedrom the applicationsusingthe CommonData
SecurityArchitecture(CDSA). Bull hascreateda Linux implementatiorof CDSA andis sellinga
VPN productthat bundlesboth the implementatiorand the hardware device. For more on CDSA,
pleasereadSection8.7. For the part of the cryptographicacceleratqrit canbe sold seperatelyfor
about2500Euros.

8.2. PowerCrypt Encryption Accelerator

Global TechnologiesGroup,Inc. sellsthe PaverCryptEncryptionAcceleratorahardwarecrypto
acceleratothat is compatiblewith OpenBSD,FreeBSDand Linux. It is basedon the HiFn 7758
cryptoacceleratiorchip thatis compatiblewith the IPsecstandardsCurrentlyit only supportssym-
metric cryptographywhile assymetricryptographyis plannedfor thefuture.

8.3. CryptoSwift eCommer ce Accelerator

Rainbav Technologie$manufcturea setof cryptographichardwareproductsandthey offer good
supportfor open—sourc®peratingsystemsOne of their productsis the CryptoSwifteCommerce
Acceleratof, whichis a hardwarecryptoacceleratothatsupportsamongothers RSA, DSS,random
numbergeneratiorandsecurestorageof privatekeys. For Linux, abinarykernelmoduleis included.

At Rainbav’'s ISG Labs, onecanfind performancelataandotherinformationrelatingto bench-
markingof the productin commontestcasesFor open—sourcapplicationsa comprehensie study
On the performanceof Stronghold/Apache+SS&ecureweb seners, shavs significantgainsusing
hardwareacceleration.
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Interestecpartiescanapplyto qualify for ademocard®. They needto describea projectthatthey
will beundertaking.

Finally, thereis the CryptoSwift SoftwareDevelopmentKit** to aid the developmentof hardware
cryptoacceleratedoftware.

8.4. Movement for the Use of Smart Cards in a Linux
Environment (MUSCLE)

MUSCLE" providessupportfor smartcardsfor the Linux operatingsystem.Amongthe project
goalsaretheimplementatiorof the PC/SCstandardor accessingmartcards betterS/MIME inte-
grationwith the Netscapebrowser driversfor cardsand cardreadersand PAM supportsmartcard
authenticationAdditionally, this PC/SCimplementatiorcanbe usedasanabstractiorayerto enable
OCFapplicationgo operate.

8.5. Linux Smart Card Starter’s Kit from Schlumber ger

Schlumbeger* produceghe Cyberfle** rangeof smartcards TheflagshipCyberflex™ cardcur-
rently is the Cyberfle«™ Accesssmartcardandit supportsstrongcryptographySchlumbegeroffers
the Cyberflex for Linux Starters Kit 2.1'® which is a collection of hardware and software needed
to programthe Schlumbeger Cyberflex Accesscardson Linux. The sourcecodeof the softwareis
includedin theKit. Theproductshipswith two Cyberflex AccesCards Class00, AugmentedCrypto
andmaybe purchasedvith or without the Reflex 64 SerialPort SmartCardReademwith a PIN Pad.

8.6. The gpkcsll PKCS#11 open—sour ce
implementation

gpkcs1#®is animplementatiorof the PKCS#11: Cryptagraphic Token InterfaceStandad, avail-
ableunderthe LGPL distribution license.

PKCS#11definesan interfacefor the communicatiorof arbitraryapplicationswith systemghat
perform cryptogrphicoperationslik e encryptionand decryption,signing and verifying. Thesesys-
tems,calledtokens may be smartcards(with appropriateeader) discretehardwaresystemsor pure
softwareimplementations.

Thegpkcslisoftwareis intendedo beusedby softwaredevelopergo integratePKCS#11support
to their applicationslt is currentlyunderdevelopmentandat the momentof writing this document,
thelatestversionis 0.6.1.

56



Chapter8. SupportedCrypto hardware and Softwae architectures

8.7. Common Data Security Architecture (CDSA)

Notes

CDSA" easeghe processof addingsecurityto software products.By writing to one common
API, a software developercan add authenticatiorservices(suchas smartcard readers)encryption
servicegsuchasDES)andtheability to managesecurityprocessegkey recovery, exportrestrictions,
preventionof attackson theinternalsoftwarepieces).

CDSA is a specificationdevelopedby Intel andthe currentversion,version2 hasbeenadopted
by the The OpenGroup?® whichis an API standard®rganisationThe CDSA standards available
in hard—copy andelectronicform (HTML andPDF)from the CommonSecurity:CDSAandCSSM,
Version2 (with corrigenda)® pageatthe The OpenGroupwebsite.

Currenly the sourcecodefor CDSA is available for the Windows platform. Intel and Bull are
developingaLinux port of CDSA andit is expectedthatit will beavailablein Septembe000.

In orderfor CDSA to be usablein Linux, it needssoftware cryptographicsupportfor symmetric
andasymmetriccryptographicalgorithms.For the previousversionof CDSA, versionl.2,therewas
no publicly availablecryptographicsupportor CryptographicServiceProvider (CSP)asit is called.
CSPcancomein two flavours,hardwareimplementatioron anexpansioncardor a softwareversion.
For developmentpurposesit is importantto have atleasta softwareversion.

CDSA hasadaptatiorlayersto useexisting CSPsandit is possible,jin the casethereis no native
CDSA CSPfor Linux, to useonethathasOpenSSlasthe backend.Sucha CSPbasedon OpenSSL
was announcedn the Jonahmailling list, however the correspondance—mail to the free e—mail
accountdoesnot seento beactive.

http://www.pcscvorkgroup.com
http://www.opencard.ay

http://www.bull.com
http://www.ponercrypt.com/

http://www hifn.com/

http://www.rainbav.com
http://isg.rainbav.com/prodwts/crygoswift.html
http://isglabs.rainbe.com/

© © N o g kM w NP

http://isglabs.rainbw.com/isglabs/shpesfmane/SHPerfomancehtml

[N
o

. http://isg.rainbav.com/qrf_free.hml

=
=

. http://isg.rainbav.com/prodets/cs_html

=
N

. http://www linuxnet.com/

=
w

. http://lwww.slb.com/

57



Chapter8. SupportedCrypto hardware and Softwae architectures

14. http:/iwww.cyberflex.slb.com/

15. http://www.cyberflex.slb.com/Suport/supprt-linux.html

16. http://www.trustcentede/html/Produkte/TC_PKCS11494.htm
17. http://developerintel.com/ial/security/

18. http://www.opengroup.ay

19. http://www.opengroup.ay/publications/catalog/614.htm
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Chapter 9. Critical discussion[T ODO]

Notes

Includeinfo from "10 riskson PKIs", ellison/schneie{TODO)]

Securityof a systemis equalto the "security" of it’ s wealestlink. Peopledon’t usuallyseeall the
links. Peopledon't countboth network/humanfactors.From eachdiscipline, they stressthe factor
they have familiarity.

Shouldwe have CA AND RA? Network securitysaysit's safer layeredsecurity hierarchy etc.
Theoreticppl saysno muchdifferencepr it is worseto have two different.Standard¢PKIX) propose
to useanRA, althoughdo not oblige.

Watchtheinteractionsof your systemto securéit.

Humanfactoris greatlyignored.CSdisciplinesignorethe studyastoo law-bound,non-CSdisci-
plinesdon't have thewhole picture.ls it importantto studythis one?Cantraditionalmethodssolve
theproblem?

Who hasthe privatekey? It's storedin a securitymodule,right?If it fails, whathappensHMave a
backup?To storein differentlocations(geographically)Therewasa recentrelevantdiscussioron
thosetwo MS keys.

We cannotdraw the whole pictureat once.We needto do it stepby step.Open-Sourceeference
implementationswidely/wildly usedcanshowr theway. Needto testandanalysefeedback.

We needSSOsoftware,openprojechasPAM draftandit looksnice.Thereis a"killer" applicance
from SambadeveloperghatdoesSSO?

CDSAVversion2 is very nice andstandardisecbpenprojectambien Bull.fr hastheresponsibility
for theLinux portor implementationalongwith Intel. Resultgoromisedn Septembe2000.

In the Departmenbf DefenseAppropriationsBill of theUSfor theyear2001thereis adescription
of the budgetallocations.The documentmentionsthe budgetfor the usageof PKIs andthe recom-
mendationis for $18.6mUS dollars. It is importantto noticethat the descriptionof the expenseis
InformationAssurance The documenis availablefrom the HouseReportsOnlinevia GPOAccess
link asreportnumber106-644.

1. wais://mais.access.gpo.go
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Chapter 10. Benefits of an Open—Sour ce PKI
iImplementation[T ODO]

We areproviding alist of the benefitsthat an open—sourcémplementatiorof a PKI would have.
We are investigatingwhethersuch an implementationwill make an impactto the standardisation
processto theadoptionto PKIs, to theissueof interoperabilityamongotherimplementationgndthe
courseof e-commerce.

A paperpresentedy the developmentteambehindJonah(TODO Add to bibliography)shaved
severalareasf thestandardshatneededtorrectionor clarification.

An easilyaccesiblendunencumbere®KI will let Internetusersevaluatethe benefitsof transpar
entsecurity

The Jonahcaseprovedvaluableto thetestingof interoperabilitypetweerPKI implementations.

E-commerceandPKIs?
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Chapter 11. Trademarks

Linux® is aregisteredrademarkof Linus Torvalds.

RedHat™is a trademarkor registeredtrademarkof RedHat,Inc. in the United Statesand other
countries.

Pentium®is aregisteredrademarlof Intel.
ThemodssIFAQ is copyrightedby Ralf S. Engelschalt

All othertrademarksandregisteredtrademarksn this documentare owned by their respectie
companies.

Notes

1. http://mwww.engelschall.com/
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Chapter 12. Contrib utions

Notes

ThechapteiChapter2 hasbeentakenfrom the SSLeayCertificateCookbooR written by Frederick
J.Hirsch.

The chapterChapters is basedon the documentdr af t - i et f - pki x- r oadmap andotherdocu-
mentsproducedy the PKIX Working Group.

Theauthorwouldlik e to thankMassimilianoPala andthe OpenCAGroupfor writing theOpenCA
software.

Miguel Armag, contritutedin AppendixD andin Section6.2

The authorwould lik e to thank Chris Mitchell® for reviewing an earlierversionof this document.
The authorwould like to thank Ted Rolle* for proof-readingthe initial DocBook versionof this
document.

http://www.ultranet.com/~fhirsch/&pes/cooldss|_cod.html
mailto:kuko@openca.ar
mailto:C.Mitchell@rhbnc.ac.uk

Ea A

mailto:ted@acacia.datacomm.com
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Appendix A. Perl modules

A.l. Locating Perl modules

Perlmodulescanbe found at the Comprehensie Perl Archive Network (CPAN). For moreinfor-
mationon CPAN, pleasecheckthe CPAN FAQ'. We list the currentversionsat the time of writing.
For thelatestversion,you maycheckthe Moduleson CPAN alphabetically.

Youmayalsouseoneof theseveralmirror CFAN sitesavailablearoundtheworld for fasteraccess.
For alist of mirror sites,pleasecheckthe MIRRORED.BY list®. For an easyinstallationprocedure,
you may find this quickinstalf scriptinteresting.For manualinstallationof Perl modules,please
checkSectionA.2.

A.2. Installing Perl modules

We assumehatyou arefamiliar with locatingandretrieving the Perlmoduleof yourinterest.This
is alsodescribedn detailin SectionD.1.

1. ToinstallaPerlmodule,you needto uncompessanduntar it.

user% tar xvfz a-perl-nodul e-nanme.tar. gz

2. Enterthecreateddirectoryandrun

user % perl| Makefile.PL

Note: You may get an error that a dependancy is not met. In this case, you need to meet the
requirement and try again. The most common case is that you need to install another Perl
module first.

3. Thenrunthemake command.
user % make

4. Testtheresultwith
user % nmake test

5. Completetheinstallationwith

user % make i nstall
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http://www.perl.com/CRN-local/misc/cpan-&q.iml
http://www.perl.com/CRN-local/modules/01mdules.index.html
http://www.perl.com/CRN-local/MIRRORED.BY
http://theoryx5.uwinnipg.ca/autdinstall.htmi
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Appendix B. Sample Certificate Documents

B.1. Sample Encrypted Private Key in PEM format
(2048 bits)

Thisis asampleprivatekey in PEM format,encryptedwith a passphraseor moresecurity

---BEG N RSA PRI VATE KEY- - -
Proc- Type: 4, ENCRYPTED
DEK- | nf o: DES- EDE3- CBC, 19BE1C31E4FD722A

j OLOLv2f t XMsawvBOt nXwe 6xhQAT1gDBCIS8DKeca.
t my N+XqVe AKWAHQVIMCh Xy 5b5nmsu8el g3uc2NgNvt R. .
+s BEw MAuf 8qbnHAQWnOnP9+KV9vds6BaHleRAACHz . .
/ Unr 7wd zVr MgK5sDi Su4WiaaBdgM& L5hLsTj cBFD. .
yPQqj HKT70kEuSz +vdKuAzol GNCvgQx Xy qKSSX7t d. .
LvNaqyvLWsgKCM WEVJr 7xnP1x UU3MVoahhUPx CKX. .
WI0Q79l gj t 5i ZVSIOzRsgxZ66Zsr G5h3xL+FQF 6z5. .
JURDI KbTkS2pnB4CXI 6 TTIUx/ nsopBOMFI+QRobLk. .
W/oi Zf bj | x5yzE0gC72E5bqgn/ kk71 oogshvHt 501T. .
E7dj V3l KpKl 4xhxo9nLsi j 87ByU4pZPZwa3ahh02r .
7QQ k4VpzzxuHx9XKPNYMOE9P8EEJi Ay MM-Ms6bI h.
und 23Xl Zulus4oObAi 2mAnBVBebKi WQYBz uNDr yK. .
PCFMWTwsi Jq6r 38+Cf vdl kol 7sQcPf 4us1f pVJSc. .
yye805Bd/ 4dl FbOCqYr ej bBf | 5ZDXpFI MCr pETEQG.
gzl sBzPdGAoSga/ Y+j dpQRI pWK3vc+nVKM Az DOC+. .
B4HADDDuUZ09l nt 0YgUAOzN6BGhPh6VPys9NgoGPCu. .
21 vimO9/ Ms| BMM\phEW 4EKKk UNaoPf 6vV80zZ33B81Ch. .
sk7m2Q7oNdIWLX8] POUbz2L3VpQQRROVA90yx26snE. .
7nbB88S600Xj F1l TckLPf Zr CLj FW MLA4ANRf / Xbee. .
i f DTVBA4WSCe+MyWIWY Oz YC YEBPps MIW.2xsV3yPe. .
cmyQxBoghf TFi FBnyR85i vchc+j | XY1PF4r 2c 66y . .
LPp6cKHOb9d+DDuelLvuF3GYGARTdAJIr Ypn8v7cX+j 0. .
TqFpESe SKOZr k3pNRDAHf 8wh/ cKaEl JzG f SUt CTr . .
XHhV92QUxvAgenoTQnOPBz 87AEMXBpMB413yEV6AD. .
al/ eZj UYAxDnO7eabei AvYwuwCqDQD1SQ6BI J4t aN.

---END RSA PRI VATE KEY-- -

. JZNUg YYWNS0d P2 UK

2ksSLukP8pxXcHyb
n+NVZ| zBsTx Tl S16
Da2i yQrSKuVD4l | Z
1r 7GBbj | | T7xgo8B
SEvVMrt ke SPh7GxF
WUMLUVAJ9zW6s YV

Ttt eSqpOQpTy7/ k
CeJ06cGIz406bhvL

. Vhk UWPwEl 09N
.t 3POGPUI 9aRaH7yI

i NAcY/ 7kndVgcxV2
EB9U7obr r gX6s2PG

. AdnFGBwysU/ Eyl u

pp092QQvokVkyHz O
Xbynsl qOxLdn¥Yb6
DObl vASRhgX3ysd1l
XUNXLk0JAgVgagBK
Cc SOf PTKp7DF4dwn
X3PF2s/ Xub84GPD+
3PWInv8/ 9W QvLOg
cM.31exYsqzCHxad
+ct BAUWOZQmI0+Dv
r Lur wASE1JoZhZLt

. c8kfi aGZCh\WCi c8

Note: Seven collumns have been removed and replaced with dots. This was done for printing
purposes, as the full text exceeds the page margins, when generating the DVI document version.
If you would like to see the private key, just pass to the next section.
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Note: The careful reader will see that the encryption algorithm used is 3DES. 3DES is a US
standard (NIST FIPS 46-3). As a sidenote, 3DES is DES used 3 times in ENCRYPT, DECRYPT
and finally ENCRYPT mode (EDE). The DES component was used in Cipher Block Chaining
(CBC) mode, a common mode of encryption for block ciphers.

Thisis asampleprivatekey in PEM format.

---BEG N RSA PRI VATE KEY---
M | EpQ BAAKCAQEA3TZ2nT 7SZi AM QuuvBj MG .

RK+Lh9x5eJP0o5CAZ3/ ANBEOS TKOZs DGVak2nilg7. .
wnLe4nCo7/ eEJbDPkk05ShhBr JGBKKxb8n104o0/ . .
5A13wi Li t EO7nco2W y YkQzaxOw0Awz | kVHi | yC. .
XpCo8L6wWTar zr ywnQsh+et LD6Ft Tj Ybbr vZ8RQM .
sOduEdj UbJK+Zar ypXl 9Tt nS401Ckj 7PCF1ji Q. .
kbJ+g+r sIxQ ai pn2M4l GUQIESf | XELFDyd3XpxP. .
2T91j i LZEUKQW+n73j 26adTht euEaPGSr TZXBLR. .
6AKLONJAuKcucHGgW/gUI a4glhaEQi | cm6dWUDo. .
YV2GIcut GQb+j qT5DTUqAgST7NSM28r wj KENVM . .
4hBt 8DZQYyduz| XBXRBKNi Ndv8f un68/ 5kl Hxp6. .
BFQ OOUCQYEA/ Vgz XVzl z8K36VSTMPEhB5zBATV. .
vvT4hP8uoYNC+BI EM 98Lt nxZI hOV4r gHDs ScAq. .
bElI DnEODONKr f T/ 9K9sPYgvB43wsLEt Uuj aYW3W .
1Q OGhHBN9Z8qYj oDYhvcj +a89t D9eMPhesf QFw. .
6Doi hc+d Yl q/ QP4j gMKsSE1ADvczJSke92Zf E2i . .
ALs5NssKNmLkW52U2BHChv 4Dz DXwi QB37KPOL1c. .
+PK+aXKwgul 6bxLGZ30of OUH+NGs Sl Onkp7kYZCm .
kHc5aj Ygh04AzNFaxj Ro+M3l G CUaCQdKnXdOFda. .
ZTzMWbrmYoXr x17kZl T3l sCgYEANV57XI 3WVj . .
uv9bT4g +l XRS+gdKHK+SH7J3x2CRHVS+WH SVC. .
BWQaGz CaJqZa+POHKOKI vS+91 n0/ 6k539p95t f X. .
Yf ehn5MCgYEAKM KuWHCs Vy Cab3RUf 6 XA9gd3qY. .
engi VoW / hkj 8SBHZz1n1xLN7KDf 8y SUO6MDggB. .

Dt kpj GHQz PF6v0e907y5NQLY VFGXUg/ FI JZxB8K.
---END RSA PRI VATE KEY---

B.2. Sample Private Key in PEM format (2048 bits)

. Z1Bj P5CE/ Wi Rr 500P
3VHgl xFTz0Tald+NAj
PdzbFM yN JzBM2o5y
71pSzkv6sv+4l DMbT/
Hg2qgxr aAV++HNBYmNW
| BAFyi dxt qRQyv5Kr D
Un/ 82NZNXI PnRI opXs
yssQOwWonlyl LgVet i
f d+PpzdCJIf 1s4NdUVWK
BUpPOx pPnuYDy POAGX
AHRKMUL958WVel j UsT
PRi Xt YK1YpYV4/j SUj
VyeSLHOlI oKMZgpwFEmM
Li yOWKmB8CgYEA34xn
rsf GeXl onFmAMVygbe
fit BpbQERNJCOBI abf P
kBHf F2/ ht | s20d1UVL
OrQ f eRqP8r DSC7DgA
QM oaX4Q RTgLgb7AN
WLj 1+v48WoxZpcai
DxuybvebDoTOTkKi G
X4TCzbVGEE+gJdi X0ysz
f CTI & S1t R5PgFI V+G
hJ+gXJKy+gf 3nF5Knj
. f JdHENM2 M4 =

Note: Seven collumns have been removed and replaced with the dots. This was done for printing
purposes, as the full text exceeds the page margins, when generating the DVI document version.
If you really would like to see the private key, just pass to the next section.
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B.3. Sample Private Key in TXT format (2048 bits)

Thisis asampleprivatekey in TXT format.

Privat e- Key:
nodul us:

00:
cc:
dé:
e8:
8c:
31:
9b:
81:
dd:
T77:
da:
30:
ff:
Te:
35:
41:
f2:
63:

dd:
f4:
9b:
e4:
6a:
15:
ef :
28:
cd:
c2:
c4:
8f :
S5e:
7a:
b6:
62:
ab5:

89

3c:
e8:
f 4.
20:
4d:
3c:
f7:
ac:
bl
22:
2c:
9e:
90:
dz2:
52:
63:
72:

(2048

f6:
89:
6b:
19:
a6:
f4:
84:
5b:
4c:
e2:
34:
f5:
as8:
c3:
9d:
56:
3d:

publ i cExponent :

privat eExponent :
5c:
ea:
f2:
15:
3f :
d4:
03:
eb:
58:
3a:
ce:
a4:
ae:
fo:
27:
af :
43:

d5

prinel:
00:
21:
58:
2e:

az2:
ec:
31:
27:
75:
db:
2f :
62:
14:
10:
0d:
fo:
ar:
ee:
6e:
3f:
14

fd:
07:
2b:
al:

7.
27:
10:
ff:
8e:
b5:
5f:
e8:
21:
Ob:
75:
0d:
54:
60:
cc:
e6:
2f :

5a:
9c:
56:
83:

1b:
14.
bl:
cd:
22:
eb:
6¢C:
09:
ae:
c6:
45:
35:
c2:
3c:
85:
49:
de:

b3:
cl:
29:
42:

9a:
8d:
e7:
df :
dé:
4d:
25:
f2:
23:
b4:
03:
ab:
fO:
e8:
a0:
b3:
4de:

bi t)

be:
16:
4d:
fO:
Oe:
ad:
bO:
7d:
23:
43:
Oc:
2c:
be:
5b:
cl:
47:
do:

65537

6a:
25:
43:
8d:
do:
84:
ac:
Ob:
20:
70:
8a:
2a:
37:
8f :
cl:
47
7c:

5d:
01:
61:
f8:

45:
6a:
c9:
64:
11:
68:
bO:
do:
dé:
2b:
61:
02:
al:
3b:
5d:
c6:
51:

5c:
35:
Se:
19:

d2:
b3:
of :
0d:
e8:
5d:
cf:
74:
63:
bb:
e5:
e4:
bO:
53:
e0:
6e:
d2:

(0x10001)

Oc:
2a:
dd:
d5:
42:
fl:
ed:
dz2:
16:
97:
5d:
04:
11:
Oe:
10:
9e:
57:

e5:
64:
3f:
44.

66:
5c:
44.
04:
ae:
f8:
92:
e2:
27:
9d:
91:
bf :
4d:
8d:
da:
11:
e2:

af :
67:
d7:
e5:
90:
92:
30:
40:
84:
dd:
86:
93:
7b:
bl:
4a:
b8:
ab5:

cf:
Te:
8d:
32:

20:
16:
af :
4d:
e2:
do:
4d:
8f :
30:
ca:
51:
ab:
aa:
86:
ac:
ds:
8d:

e4:
ds:
ar:
3e:
c3:
ad:
Sa:
b8:
d2:
f8:
25:
ec:
of :
e2:
36:
00:
8d:

c2:
90:
25:
2f :

Oc:
75:
8b:
2c:
37:
23:
39:
fo:
4c:
36:
e2:
2f :
f3:
db:
6b:
d4:
42:

aa:
ce:
13:
64:
e9:
36:
89:
ar:
29:

ch:
df :
40:
10:
23:
bO:
4b:

b7:
93:
23:
7c:

7d:
06:
87:
4c:
75:
c2:
4a:
ar:
da:
59:
23:
fb:
af :
ae:
68:
6¢C:
92:

c3:
25:
d7:
48:
fb:
T71:
94:
2e:
5c:
173
ad:
Oc:
54:
6d:
5d:
do:
13:

e9:
a’:
be:
2e:

Oc:
33:
dc:
ad:
8d:
72
18:
cl:
8e:
fc:
20:
82:
2c:
f6:
05:
92:
3e:

91:
la:
14.
a2:
de:
04:
c8:
70:
9b:
74
19:
db:
a4.
fO:
bf :
d2:
04:

54.
13:
f4:
do:

ae:
fo:
79:
19:
d5:
de:
41:
cO:
72:
98:
ae:
03:
27:
7c:
7e:
be:
cf:

b2:
e4:
21:
95:
3d:
b4:
82:
71:
ar:
22:
06:
ca:
f d:
36:
c7:
de:
54.

93:
dil:
f 8:
f 1

bc:
08:
78:
bO:
le:
e2:
ac:
bl:
e4:
91:
68:
31:
42:
45:
f8:
65:
39:

Te:
09:
91:
ec:
ba:
4a:
ea:
aa:
56:
5f:
fe:
fO:
31:
50:
ee:
07:
25:

30:
89:
84:
64:

18:
a4f
93:
31:
az2:
73:
91:
93:
0d:
Oc:
S5e:
b4:
c8:
03:
73:
aa:
fo:

ab:
11:
ch:
do:
69:
f6:
55:
59:
50:
dé:
8e:
8c:
a4:
63:
9b:
46:
3b:

f1:
7b:
ff:
88:
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74
72:
03:
cl:
4b:
prine2:
00:
e8:

1f

ch:
2a:
le:
50:
Oa:
foO:
exponent 1:
00:
4b:
1f:
89:
82:
Sa:
74:
51:
17:

57:
79:
9c:
e3:
5b:

df :
0d:
1 40:
99:
fd:
f7:
11:
36:
89:

c2:
f8:
dil:
b6:
ec:
c6:
15:
4e:
af :
exponent 2:
00:
as8:
5b:
c9:
b3:
a3:
25:
fl:
97:

9b:
2e:
4f
df :
cl:
05:
bd:
50:
d3:

8a:
22:
43:
7c:
62:

8c:
88:
5c:
67:
03:
66:
13:
62:
00:

fo:
f2:
41
4c:
38:
34:
dé:
02:
1d:

be:
3d:
80:
1d:
80:
64:
2f :
80:
2b:

coefficient:

00:
97:
ad:
9c:
df :
49:
29:
ef :
ab:

90:
03:
4b:
fe:
f3:
fa:
8c:
54:
7d:

c8:
ds:
5b:
19:
24:
05:
61:
51:
27:

ea:
c7:
83:
2c:
e2:

67:
6f :
26:
55:
f8:
5f:
49:
e4.
77:

01:
be:

30:
00:
68:
b3:
ea:
7b:

7b:
Te:
a3:
82:
fl:
la:
bd:
c7.
33:

8a:
1d:
51:
23:
94:
c9:
do:
97:
c9:

1c:
d2:
dz:
2c:
ch:

d5:
72:
6f :
ca:
8e:
13:
3b:
59:
ec:

1d:
69:
1 98:
c6:
90:
f8:
64:
6f :
91:

5c:
bf :

44.
bb:
1b:
96:
6¢C:
61:

b9:
de:
e4:
fl:
d3:
2b:
cc:
52:
74

3b:
5a:
72:
4b:
45:

09:
3f :
31:
06:
03:
68:
40:
2d:
a3:

fl:
72:
6b:
83:
77:
cd:
ca:
bO:
99:

8d:
8f :
. 55:
75:
26:
30:
7d:
65:
f7:

61:
ab6:
f8:
20:
a3:
2f :
fl:
af :
71:

12:
Oa:
ab:
54:
8a:

4de:
9a:
49:
de:
24:
b6:
65:
94:
ce:

76:
bO:
12:
93:
39:
c8:
50:
0d:
53:

dé:
16:
dil:
52:
ef :
9a:
3f:
f8:
al:

c2:
23:
05:
47
03:
ao0:
7a:
c5:
26:

70:
31:
7d:
ba:
98:

3a:
f3:
82:
e8:
bO:
d2:
69:
as:
2f :

fe:
82:
97:
42:
6a:
18:
85:
65:
de:

25:
ca:
4b:
fo:
79:
26:
ea:
4c:
of :

bl:
be:
21:
67:
82:
7f:
bc:
20:
as:

Oa:
98:
3f :
36:

1f

11:
db:
4a:
3a:
4d:
5b:
b7:
11:

57

1b:
e2:
49:
d7:
36:
80:
14:
3c:

5b

58:
8c:
e8:
61:
bO:
ab6:
4e:
2c:

93

5c:
61:
5f :
3d:
00:
79:
ev:
96:

ce

be:
29:
fd:
98:

cl:
43:
ec:
22:
40:
as8:

c2:

48:
3a:
a4:
de:
2a:
94:
30:
cc:

d7:
59:
1d:

ff

e8:
5a:
77:
db:

82:
Ob:
86:
67:
74:
85:
bd:
71:

86:
cO:
2b:
c3:

of :
f5:
7c:
85:
Oe:
54:
1 00:
6e:

b3:
6f :
ar:
46:
87:
68:
Te:
f5:

98:
as5:
28:
1 49:
4f
f8:
f6:
54:

69:
02:
7a:
d7:
Ob:
e4:
ds:
07:

28:
51:
db:
75:

d6:
e3:
67:
cf:
f7:
17:
bb:
fe:

6d:
12:
b9:
a3:
4de:
e7:
86:
66:

1f:
c6:
72:
50:
44:
f3:
of :
6e:

bd:
da7:
78:
12:
68:
ag:
bc:
c9:

3b:
26:
of :
b1:

7c:
of :
17:
86:
33:
ez:
39:
03:

1d:
c6:
18:
fc:
00:
4a:
97:
eo6:

5h:
az:
be:
92:
e4.
87:
79:
be:

dil:
c2:
22:
cd:
1d:
aa3:
b9:
17:

4c:
6¢C:
62:
8f:

ag:
85:
22:
21:
25:
b4:
36:
cc:

d5:
67:
64:
ac:
ccC:
9d:
el:
9d:

cc:
ba:
48:
b7:
2a:
2b:
b5:
80:

51:
4c:
56:
ec:
5b:
Oe:
35:
00:

d5:
42:
Ob:
69:

88:
eb:
89:
82:
29:
la:
ch:
35:

45:
7a:
29:
34:
di:
T77:
09:
8a:

d5:
ff:
Te:
67:
20:
49:
f5:
98:

fe:
81:
85:
a0:
88:
do:
02:
6d:
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Note: The numbers are in hexadecimal notation where each couple of digits represents 8 bits.

In decimal,themodulusn is:

27928727520532098560054510086934803266769027328779773633
51762493251995978285544035350906266382585272722398629867
67263282027760422651274751164233304322779357458680526177
93594651686619933029730312573799176384081348734718092523
53476550057243981913102899068449856388885987417785575633
66522578044678796800808595716146657069948593436088106761
86674067708949755093039975941211253008157978789036441127
01109572656021257137086334620169063315388954284609394192
32250643688514600699603929824545296848370051254650037973
10139479221307918200583851065828489354285517184240655579
54933738674003130224949637988279936009837240188474132980
1

If anadwersarymanagedo factorisethe modulus,shewould comeup with the factorsp andq,
wherep is:

17791143933509595918127954499653383601218835098160342274
21719349464132778400846891474457120589082133325302604179
82181001327467441044697854896458761089076165690493808885
78606941384914032562858753139200694087767527290102835209
36343115102676302117059691295229400834867089684114302209
27632138221540171427701495839

andqis:

15698106667513592225651910118661853088086996081175911345
49581990193390503622003253143718326860723480921952218366
69795595987275285870475032000847646645415387334949112223
81409068648841957504994872889663428380162653646162371919
71899699949089072105502530930366392712822832371160724348
51400420434671809603239292759

Thecoeficientandthe exponentsl and2 areusedto increaseheperformancef thoseoperations
of RSAthatmake useof the privatekey. Thatis, they areusedby the ownerof thekey andthey are
only visible to her.
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Note: For information on software that works with natural numbers of arbitrary size, you may find

the GMP library* quite useful.

Thisis a sampleCertificatein PEM format.

---BEG N CERTI FI CATE- - -

M | Ecz CCALugAw BAgl BADANBgkghki GOWOBAQQFAD. .
Ez ARBgNVBAgTC NvbWJt U3Rhd GUx FDASBgNVBAOTCO. .
VQQLEY5DbGFzcyAx| FB1YmxpYyBQen t YXI5I EN cn. .
aXR5 MRQMEQ YDVQQDEW CZXNOI ENBI Ex0ZDAe FWOWVD. .
MDQXx OTUWMT ZaM GHMQs WCQYDVQQGEWJ HG ETMBEGAL. .
VBl GA1UEChM.QmVz d CBDQSBMIGQx Nz A1BgNVBAS TLK. .
aWLhcnkg@Vydd maWNhdd vbi BBdXRob3JpdHkxFD. .
THRKM | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCyg. .
vBj MDA Jj RazXBZ1Bj P5CE/ Wil Rr 500PRK+Lh9x5eJ. .
ak2nig7or ul 3dY3VHql xFTz0Tald+NAj waLe4nOh7/ . .
8n1040/ 5p8HAsZPdzbFM yN JzBM20o5y5A13wi Lit E. .
kVHi | yCuaF4wj 571pSzkv6sv+4l DMbT/ XpCo8L6wWTa. .
r vZ8RQMLt | KdoMHg2gxr aAV++HNBYnmNWs OduEdj UbJ. .
O lji Q DAQABo4HNM HkMBOGALUd DgQABB@Bur MCRL. .
t AYDVROj Bl GsM GpgB@Bur MCRLYYMHUKUS Ak pONJ H. .
A1UEBhMCROI xEz ARBgNVBAgTCl NvbWUt USRhdGUXFD. .
THRK MTcWNQYDVQQLEy5DbGFzcy AxI FB1YmxpYyBQem .
b24gQXV0a®@y aXR5 MRQWEgQ YDVQQDEW CZXNOI ENBI E. .
AQH MAOGCSgGSI b3DQEBBAUAA4I BAQCLUYBCSSNCWA. .
X QUE/ COp W6 gDkwd5D0DSMDIRqV/ weoZ4wC6B73f 5. .
XcoOnM.dSaGml Ys| LKZB3ZI DEpOWYTGhgt eb6JFi Tt n. .
BMAV7Gzdc4VspS6l j r Ahbi i awdBi Q QrsBeFz9JkF4. .
It 8una2gY4l 20/ / on88r 51 W mLLOoA8e4f R2yr BHX. .
7vQUf XdGs Rr XNCRGh X+vWDZ3/ zW 0j oDt CkNngEpVn. .

---END CERTI FI CATE- - -

B.4. Sample CA Certificate in PEM format

Ak GALUEBhMCROI x
0EgTHRKk MTcWNQYD
XRpb24gQXV0a@y
TUWMMT ZaFwOwMT Ay
29t ZS1TdGFOZTEU
DEgUHViI bd j | FBy
AMIC0JI c3QgQOEg
Tz2nr 7SZi AM Qyu
/ ANBEOsS TKOZs DGM
k05ShhBr JGBKKxb
fyYkQzaxOnw0Awz |

sh+et LD6Ft Tj Ybb
XI 9Tt nS401Ckj 7P
5Ak] pONJHIWSTCB
aSBi j CBhzELMAKG
AoTC0JI c3QQOEg
EN cnRpzZm j YXRp
DAMBgNVHRVEBTAD
DCsQer 772C2ucpX
bLhGYHaXJeSD6Kr
sf 2xdr Yf PCi | B7g
b3l 8BoG\+gMa56Y
adsGeFKkyNrwG /

HoX

Note: This is the CA Certificate, also called the Root CA Certificate. The goal is to make the CA
Certificate available to the bigger possible audience. Also, we would ask companies that make
WWW browsers to include it in their list of Root CA Certificates.
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B.5. Sample CA Certificate in TXT format

Thisis asampleCertificatein TXT format.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 0 (0xO0)
Si gnature Al gorithm nd5WthRSAEncryption
| ssuer: C=GB, ST=Surrey, O=Best CA Ltd,
OU=Class 1 Public Primary Certification Authority,
CN=Best CA Ltd
Validity
Not Before: Feb 5 19:50:16 2000 GV
Not After : Feb 4 19:50:16 2001 GV
Subj ect: C=@B, ST=Surrey, O=Best CA Ltd,
OkE=Class 1 Public Primary Certification Authority,
CN=Best CA Ltd
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Modul us (2048 bit):
00: dd: 3c: f 6: 9a: be: d2: 66: 20: Oc: 7d: Oc: ae: bc: 18:
cc:f4:e8:89:8d:16: b3: 5c: 16: 75: 06: 33: f9: 08: 4f :
d6: 9b: f 4: 6b: e7: 4d: Of : 44; af : 8b: 87: dc: 79: 78: 93:
e8: e4:20: 19: df : f 0: 0d: 04: 4d: 2c: 4c: ad: 19: b0: 31:
8c: 6a: 4d: a6: d6: Oe: e8: ae: e2: 37: 75: 8d: d5: le: a2:
31: 15: 3c: f4:4d: ad: 5d: f8: d0: 23: c2: 72: de: e2: 73:
9b: ef : f7: 84: 25: b0: cf: 92: 4d: 39: 4a: 18: 41: ac: 91:
81:28:ac:5b:f2:7d: 74:e2: 8f: f9:a7:cl:c0: bl: 93:
dd: cd: bl: 4c: 23: 23: 63: 27: 30: 4c: da: 8e: 72: e4: 0d:
77:c2:22:e2:b4:43: bb: 9d: ca: 36: 59: fc: 98: 91: Oc:
da: c4: 2c: 34: 03: 0c: e5: 91: 51: e2: 23: 20: ae: 68: 5e:
30: 8f: 9e: f5: ab: 2c: e4: bf: ab: 2f : f b: 82: 03: 31: b4:
ff:5e:90:a8:f0: be: b0: 4d: aa: f 3: af : 2c: 27: 42: c8:
7e: 7a:d2: c3: e8: 5b: 53: 8d: 86: db: ae: f 6: 7c: 45: 03:
35: b6: 52: 9d: a0: c1: e0: da: ac: 6b: 68: 05: 7e: f8: 73:
41:62:63:56: b3: 47: 6e: 11: d8: d4: 6¢: 92: be: 65: aa:
f2:a5:72:3d: 4e: d9: d2: e2: 8d: 42: 92: 3e: cf : 39: f9:
63: 89
Exponent: 65537 (0x10001)
X509v3 ext ensions:
X509v3 Subj ect Key ldentifier:
3C:. BA: B3: 02: 44: B6: 18: 30: 75: 0A: 53: 90: 24: 22:\
9F: 4D: 24: 72: 70: E5
X509v3 Authority Key ldentifier:
keyi d: 3C: BA: B3: 02: 44: B6: 18: 30: 75: 0A: 53: 90: \
24:22:9F: 4D: 24: 72: 70: E5
Di r Nane: / C=GB/ ST=Sone- St at e/ O=Best CA Ltd/\
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OU=Class 1 Public Primary Certification
Aut hority/ CN=Best CA Ltd
serial : 00

X509v3 Basic Constraints:
CA: TRUE
Si gnature Al gorithm nmd5WthRSAEncryption

b5: b9: 80: 5c: bl: 29: dc: c0: 03: db: 28: ¢8: a3: 08: 30: ac: 41: ea:
fb:ef:60:b6:b9:ca:57:c5:05:04:fc: 2d: 29: 59: 69: ba: 80: 39:
30: 77:90: f4: 0d: 23: 03: 25: 1a: 95: ff: 07: a8: 67: 8¢c: 02: e8: le:
f7:7f:96:06: 3e: 7e: 90: 99: b2: el: 19: 81: da: 5¢: 97: 92: 0f : a2:
ab: 5d: ca: Oe: c0: b7: 52: 68: 69: 89: 62: c9: 4b: 29: 90: 77: 64: 80:
c4:a7:4c: 18: 4c: 68: 60: b5: e6: fa: 24: 58: 93: b6: 72: ef : 5¢: 9b:
a0:3a:c7:f6:c5:da: d8: 7c: f0: a2: 20: 1e: e0: 04: c0: 15: ec: 6¢:
dd: 73: 85: 6¢: ab: 2e: a5: 8e: b0: 21: 6e: 28: 9a: c1: d0: 62: 42: 54:
26: b0: 17: 85: cf:d2: 64: 17: 89: ¢3: 99: 94: cf: 0d: bd: e5: f0: l1a:
06: 37: ea: 8c: 6b: 9e: 98: 22: df : 2e: 9d: ad: a0: 63: 89: 76: 3b: ff:
e8: 9f : cf: 2b: e4: 85: 89: 96: 6d: 4b: d2: 80: 3c: 7b: 87: d1: db: 2a:
cl:1d: 71: 7a: d1: fe: 36: 59: a7: 6¢: 19: el: 4a: 93: 23: 6b: c0: 68:
bf:ee:f4:0c:7d: 77: 46: bl: 1a: d7: 34: 64: 46: 9d: 7f: af : 58: 36:
77:ff:35:88:d2: 3a: 03: b4: 29: 0d: 9e: al: 29: 56: 78: 60: f e: 00:
15:98: 7a: 17

Note: This is the CA Certificate, also called the Root CA Certificate. It is in TXT format which is
another way to say that it is in a human—readable format.

Note: Notice the modulus. It has 2048 bits and it is the product of two big primes. Each prime has
about 1024 bits. The security of the certificate relies on the difficulty to factorise this 2048—bits
long (or over 600 decimal digits long) number. Since we generated this key—pair, we already know
these two primes. All the mentioned values, in decimal, are in Section B.3.

Note: We have chosen RSA for the public key algorithm. We could have chosen one of the
alternatives, like El Gamal or elliptic curves.

B.6. Sample certificate request in PEM format

Thisis asamplecertificaterequesin PEM format.
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---BEQ N CERTI FI CATE REQUEST- - -

M | C5DCCACcWCAQAWY Z4 X Cz AJBgNVBAYTAK d CMBWDQ.
BgNVBAC TBUVnaGFt MRoOWGAYDVQQKEXFBcnRz1 EJ1aW .
CxMNRGWOCAgSA zd@yeTEZMBc GATUEAXMQU2I t b3. .
CSqGS| b3DQEJARYQc 2! t b3NALb3BI bmNnLByZz CCAS. .
ggEPADCCAQuCggEBANO89pq+0mygDHOM r wYzPToi Y. .
DOSvi 4f ceXi T6OQYGd/ WDQRNLEyt GhAXj GoNpt YOBK. .
1 8Jy3udzm+/ 3hCWhvz5JNOUoYQay RgSi sW J9dOKP+a. .
cuQNd8I i 4r RDU53KN n8mJEM2s Gs NAMVBZFR4i Mgr m .
/ 16QqPC+sE2g868sJ0LI f nr Sw+hbU42G2672f EUDND. .
Vr NHbhHY1 Gy Svmig8qVy PU7ZOUKNQ! +z2zn5Y4k CAw. .
BAUAA4| BAQC2y+cj 6EmMXzHunoz GDv 3f u9r w+T7SLr h. .
QB VHNB802MLEBJE2i K9t g24Nkh9Gvk ODxbP2ABYKsI T. .
Fgr ass80ENyZ&2VFFI f ght RUssdKl dJcJKpgnsHyt 1. .
Qgp9l TEu6e+Lhhcuad4JncXi SROEAG75AqNObbI 8NG. .
El / wri WPQuvI 4QLJI5Vevzul C62dQzt VQTDR2hPd2J8/ . .
Rghkcki 7R/ ZpuuwaXk T+qDu+eoDwj uOP

---END CERTI FI CATE REQUEST- - -

AppendixB. SampleDocuments

. WZTdXJyZXkxDj AM

Ex0ZDEWBQGALUE
XRl bGxpczEf MBOG
0Zl hvcNAQEBBQAD
Qvz+hP1lpvOa+dN
R6i MRUB9E2t Xf | Q
c2XTCM YycwTINqO
aUs5L+r L/ uCAzQ0
Ngsa2gFf vhzQAJj

A0OGCSqGS| h3DQEB
t YOK4L5wW 4j OXRS
pZ8KC+wHCDZy XCY
xJ11YOt On9r uayu
tgzzOr vf YNt GeOt

1Ar MX50! NCef 2XB

Note: This is the certificate request that a Certification Authority needs to sign. Typical CAs could

be Verisign, Thawte and of course OpenCA.

Thisis asamplecertificaterequesin TXT format.

Certificate Request:
Dat a:
Version: 0 (0x0)
Subj ect: C=GB, ST=Surrey, L=Egham
O=Arts Building Ltd,
OU=Dept. History,
CN=Si nps Xenitel lis/Enail =si nos@penca. org
Subj ect Public Key Info:
Public Key Al gorithm rsaEncrypt
RSA Public Key: (2048 bit)
Modul us (2048 bit):

B.7. Sample certificate request in TXT format

ion

00: dd: 3c: f 6: 9a: be: d2: 66: 20: Oc: 7d: Oc: ae: bc: 18:
cc:f4:e8:89:8d:16: b3: 5c: 16: 75: 06: 33: f9: 08: 4f :
d6: 9b: f 4: 6b: e7: 4d: Of : 44; af : 8b: 87: dc: 79: 78: 93:
e8: e4: 20: 19: df : f 0: 0d: 04: 4d: 2c: 4c: ad: 19: b0: 31:
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8c: 6a: 4d: a6: d6: Oe: e8: ae: e2: 37: 75: 8d: d5: le: a2:
31:15: 3c: f4:4d: ad: 5d: f8: d0: 23: c2: 72: de: e2: 73:
9b: ef : f7: 84: 25: b0: cf: 92: 4d: 39: 4a: 18: 41: ac: 91:
81:28:ac:5b:f2:7d: 74:e2: 8f: f9:a7:cl:c0: bl: 93:
dd: cd: bl: 4c: 23: 23: 63: 27: 30: 4c: da: 8e: 72: e4: 0d
77:c2:22:e2:b4:43: bb: 9d: ca: 36: 59: fc: 98: 91: Oc:
da: c4: 2c: 34: 03: 0c: e5: 91: 51: e2: 23: 20: ae: 68: 5e:
30: 8f: 9e: f5: ab: 2c: e4: bf: ab: 2f : f b: 82: 03: 31: b4:
ff:5e:90:a8:f0: be: b0: 4d: aa: f3: af: 2¢c: 27: 42: ¢c8
7e: 7a:d2: c3: e8: 5b: 53: 8d: 86: db: ae: f6: 7c: 45: 03
35: b6: 52: 9d: a0: c1: e0: da: ac: 6b: 68: 05: 7e: f8: 73:
41:62:63:56: b3: 47: 6e: 11: d8: d4: 6¢: 92: be: 65: aa
f2:ab:72:3d: 4e: d9: d2: e2: 8d: 42: 92: 3e: cf : 39: f9:
63: 89
Exponent: 65537 (0x10001)
Attributes:
a0: 00
Si gnature Al gorithm nmd5WthRSAEncryption
b6: cb: e7: 23: €8: 49: 97: cc: 7h: a7: a3: 31: 83: bf: 77: ee: f 6: bc:
3e: 4f : b4: 8b: ae: 1b: ed: e2: 82: 89: 2a: d6: 34: 2b: 82:f9:c3: fe:
23:39:74:52:43:95: 47: 9f : ca: 36: 33: 51: 3c: 24: 4d: a2: 2b: db
60: db: 83: 64: 87: dl: af: 90: e0: f 1: 6¢: fd: 80: 05: 82: ac: 95: 3c:
4f : a0: 3d: f1:96:96: 7c: 28: 2f : b0: 1c: 20: d9: ¢9: 70: 98: 16: Oa:
da: b2: cf: 28:10: dc: 99: 1b: 65: 45: 16: 57: €0: 6e: d4: 54: b2: c7
4a:95:d2:5¢c: 24: aa: 60: 9e:cl:f2: b7: 5e:a7: 24:fe: 6f: 6f:12
75: d5: 8d: 2d: d2: 7f : 6b: b9: ac: ae: 3a: aa: 7d: 95: 31: 2e: €9: ef :
8b: 86: 17: 2e: 69: de: 09: 9d: c5: e2: 49: 1d: 04: 74: 6e: f9: 02: a3:
7d: 6d: b2: 3c: 34: 64: 8f: ec: 33: €3: 56: d8: 33: cc: ea: ef : 7d: 83:
6d: 19: ef : 6d: 10: 8f: f 0: ae: 25: 8f : 42: f9: 78: 40: b2: 79: 55: eb
f 3: b8: 80: ba: d9: d4: 33: b5: 54: 26: 0d: 1d: al: 3d: dd: 89: f3: f b:
bf:f0:c7:4a: 73: 50: 2b: 31: 7e: 68: 94: d0: 9e: 7f: 65: cl: 46: 08
64:72:48: bb: 47: f6: 69: ba: ec: 1a: 5e: 44: f e: a8: 3b: be: 7a: 80:
f 0: 8e: ed: Of

Note: This is the expanded version of the certificate request from Section B.6. You can notice the
user information and the n, e from RSA.

Notes

1. http://mvww.swox.com/gmp/
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Algorithms

C.1. How does RSA work?

We shaw a high—level thoughwaorking descriptionof RSA. Then,we give anexamplewith easyto
work with numbers.

C.1.1. Description

To initialise RSA, follow the steps

. Picktwo large primes,p andg.
. FindN=p * g. NistheRSAmodulus.
. Lete beanumberrelatively primeto (p- 1) *(g- 1) .

. Findd, sothatd*e = 1 nod (p-1)*(g-1)

g A W N P

. Theset(e, N) isthepublickey. Makeit known to everyone.

Theset(d, N) istheprivatekey. Keepit privateandsafe.

To encrypta messagen

1. Makesurem < N, otherwisechopmin suitablysmallpiecesandperformRSAoneachindividual
piece.

2. Computec = m” e nod N

3. c istheencryptednessage

To decryptaciphertet c,

1. Computen = c ~ d nod N

2. mis theoriginal message

To signmessagen
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1. Computes = m” d nod N

2. s isthedigital signature Sendalongwith messagen

To verify signedmessage,

1. Computen = s ~ e nod N

2. Checkif mfrom above calculationis the samewith messagesent.

C.1.2. Practical example
TODO

C.2. How does El Gamal work?
TODO

C.2.1. Description
TODO

C.2.2. Example
TODO
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Appendix D. OpenCA Installation details

As describedn Figure6-1, OpenCArequiresthreedistinctive seners.However, this makesthe
softwarelessaccesibleWe describehow to install all the component®n a singlecomputer

We assumehe characteiof Woody Allen in the movie "Bananas"where,while hewason trial in
the court,hewasplaying boththerole of the defendanandthe laywerby switchingplacesguickly.

First, we determinethe softwarecomponentso install andthe sener on which we install them.

Table D-1. Software installation matrix

Software CAServer RAServer RAOperator
PerlGenericmodules | O O
OpenCAPerimodules | O g

WWW Sener 0 0 O
SSL/TSLmodule O O O

LDAP Sener . . 0

OpenSSL g . g

Note: The above table is not yet final and is subject to changes as the project evolves.

Usingthe above table,you may proceedwith the installation,asdescribedn the following chap-
ters.Keepin mindthatif youaredoinganall-in—oneinstallation—all senersonasingleworkstation
—thenyou do not needto install the samesoftwarecomponenmultiple timesor in differentdirec-
tories.We will noteary specialconfigurationsettingto be madein regardto thisissue.

D.1. Software installation sequence

It is recommendethatthe softwarecomponentdeinstalledin this sequence:

D.1.1. Installation of Perl modules

Informationabouthow to find the latestversionof a Perlmodulecanbefoundat AppendixA.

Note: These Perl modules must be installed in the sequence shown because of dependencies.
However, if you make a mistake in the sequence, you receive an informative error that indicates
the module was skipped.
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1. Convert::BER is a perl object classimplementationto encodeand decodeobjectsas de-
scribedby ITU-T standardX.209 (ASN.1) using Basic EncodingRules(BER). The filename
iS Convert-BER-1.26.tar.gz*

2. M ME: : Base64 andM ME: : Quot edPri nt provide a base64encoder/decodesind a quoted-
printableencoder/decoderheseencodingmethodsarespecifiedn RFC2045—- MIME (Multi-
purposdnternetMail Extensions)Thefilenameis M ME- Base64- 2. 11. t ar . gz2

3. TheURI perl objectclassprovidesfunctionality regardingthe Uniform Resourcddentifier, as
specifiedn RFC2396.Thefilenameis URI - 1. 04. t ar. gz*

4. The Di gest : : * perl object classprovidesimplementationdor the MD5 (RFC 1321),MD2
(RFC 1319) and SHA-1 (FIPS PUB 180-1) hashfunctions. Also, an implementationof the
HMAC (RFC2104)MAC functionis provided.Thefilenameis Di gest - MD5- 2. 09. t ar. gz*

5. perl-ldapprovidesaccesgo LDAP seners.A requiremento install it is to alreadyhave Con-
vert : : BERinstalledon your systemThefilenameis per | -1 dap- 0. 13. tar. gz°

6. | have the ideathat this and the above have overlappingfunctionality. The filenameis Net -
LDAPapi - 1. 42. tar. gz°

D.1.2. Installation of OpenCA-specific modules
The OpenCA-—specifiecnodulescanbefoundat eitherat CRAN or atthe OpenCAWWW site.

The functionality of theseperl modulesis not entirely OpenCA—specificln generalthey helpto
parseconfiguratiorfiles.

1. This perl moduleis usedin orderto accesghe configurationfiles of OpenCA.Currently the
configuratiorfiles are

- ca.conf

- raserver.conf

- secure. cnf

Thefilenameis OpenCA- Configuration-1.2.tar.gz’

2. This perlmoduleprovidesaccesgo configurationvariablesthatcanhave threestateslt is used
to easeheaccesgo the OpenCAconfiguratiorfiles. The filenameis OpenCA- TRI St at eCG -
1.02.tar.gz®

D.1.3. Installation of OpenCA
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This is describedn threemajor sectionsthe installationof the CASener, the RASener andthe
RAOperator(s).

Theinstallationproceduranvolvessettingup the configuratiorfiles, copying the HTML pagego
theappropriatedirectoriesandfinally addingthe CGl scriptsin the correspondinglirectories.

D.1.3.1. CAServer Installation

This is theinstallationof the CertificationAuthority. Pleasaeferto Figure6-1 for moreinforma-
tion.

It is assumedhatyou have uncompressednd untarred the OpenCAsoftwarewith the following
command.

root# tar xvfz CpenCA-0.2.0.tar.gz

To install the software,enterthedirectorycreated QpenCA- 0. 2. 0) andtype

root# nmake install-ca

Usethefollowing parametersvheninstallingthe OpenCAcomponentor the CASener.

Table D-2. CAServer installation parameters

Parameter Value
OpenSSlinstallationdirectory usr/l ocal / ssl
Basedirectoryfor CASener usr/ | ocal / RASer ver
Websereruser nobodynobody
Usefound OpenSSLcommand Y

Continueinstallation yes

Edit openssl.cnf CheckSectionD.2

Subsequentlyto installthe WWW pageghataccompawy the CASener do

root# nmake install-ca-web

Usethe following parametersvheninstalling the WWW pagesof the OpenCAcomponentor the
CASener.
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Table D-3. RAServer WWW Server installation parameters

Parameter Value

HTML pagedirectory usr/ | ocal / apache/ ht docs/ ca
CGl directory usr/ | ocal / apache/ cgi - bi n
Continueinstallation yes

Finally, follow the instructionsfrom the WWW pagesto initialise the CASener by creatingthe
CA privatekey andcertificate.

D.1.3.2. RAServer Installation

This is theinstallationof the RegistrationAuthority. Pleaseaeferto Figure6-1 for moreinforma-
tion.

Note: The RAServer is supposed to be installed on a separate system than the CAServer. Fur-
thermore, it is assumed that the steps that led to the installation of the CAServer will have to be
duplicated to create the RAServer. However, for limited testing purposes, all of them could be
installed on the same system.

It is assumedhatyou have uncompressednd untarred the OpenCAsoftwarewith the following
commands.

root# tar xvfz CpenCA-0.2.0.tar.gz

To installthe RASener software,enterthedirectorycreated QpenCA- 0. 2. 0) andtype

root# nmake install-raserver
root# make install-raserver-web

You canusethefollowing parametersvheninstallingthe OpenCAcomponenfor the RASener.

Table D-4. RAServer installation parameters

Parameter Value
OpenSSlinstallationdirectory usr/l ocal / ssl
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Parameter Value
Basedirectoryfor RASener usr/ 1 ocal / RASer ver
Websereruser nobodynobody
Usefound OpenSSLcommand Y

Continueinstallation yes

Table D-5. RAServer WWW Server installation parameters

Parameter Value

HTML pagedirectory usr/ | ocal / apache/ ht docs/ra
CGl directory usr/ | ocal / apache/ cgi - bi n
Continueinstallation yes

D.1.3.3. RAOperator Installation
Thisis theinstallationof the RA OperatorPleaseeferto Figure6-1for moreinformation.
It is assumedhatyou have uncompressednd untarred the OpenCAsoftwarewith the following

commands.

root# tar xvfz CpenCA-0.2.0.tar.gz

To install the software,enterthe directorycreated OQpenCA- 0. 2. 0) andtype

root# nmake install-secure

Note: Again, the RAOperator is supposed to be installed on a separate system other than the
CAServer and the RAServer. Furthermore, it is assumed that the steps that led to the installation
of the CAServer and the RAServer will have to be duplicated to create the RAOperator. However,
for limited testing purposes, both of them could be installed on the same system. We must say
that installing the CAServer, the RAServer and the RAOperators on the same system, will make
it rather difficult to use and probably error-prone in the testing.
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Table D-6. RAOperator WWW Server installation parameters

Parameter Value

HTML pagedirectory usr/l ocal / apache/ ht docs/ rao
CGl directory usr/ | ocal / apache/ cgi - bi n
Continueinstallation yes

D.1.4. WWW Server installation

Installationof the WWW senerandthe SSL/TLSWWW SenercomponentThiswill bearather
lengthly procedurepnlessyou useRPM files. This softwarecanbe found at Section6.2.3 Support
informationis at Chapter7.

D.1.5. LDAP installation

An independenstepis theinstallationof the LDAP software.Thisis usuallyinstalledon RAOper
ator RecommendedDAP softwareis at Section6.2.3 For supportinformation,pleaseseeChapter
7.

D.2. openssl . cnf configuration for OpenCA

Theseareconfigurationinstructionsfor theopenssl . cnf  of the CASener.

We describethevaluesin this file thatrequiremodification.Most of the default valuesremainthe
same.

« Inthe[ CA default ] sectionthevalueofdir shouldbechangedo thedirectorythathasthe
CertificationAuthority installed.Typically, it is/ usr / | ocal / OpenCA.

« Inthe[ req ] section)youshouldmodify all the variablesthattheir nameendswith _default.
Thedefaultvaluesof thesevariablessene asanexample.Theseare:

Table D-7.openssl . cnf default values

\Variable Sample value
organizationalUnitName_dault OpenCAUser
0.ormganizationName_efaut OpenCA
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\Variable Sample value
countryName_defult GB
stateOrPreinceName_defult Surrey
1.omganizationName_efaut /Arts BuildingsLtd

Note: The essence of the default values is that when you create new users, you are prompted
with these values. If this value applies to the user, you can accept it without having to retype it.

Note: For the country name, you need to specify the 1SO 3166 country code®. There are
two- and three-letter country codes. The current configuration supports two-letter codes.

Note: Notice that in some cases, the ISO 3166 is not the same with the Internet country
domain name. For example, for the United Kingdom, the ISO 3166 country code is GB.

« Inthe[ user_cert ] section,you may needto modify the nsCert Type variable.With this
variable,you specifythe capabilitiesof the certificate.This areawill betackledin futureversions
of thisdocument.

« Inthe[ user_cert ] sectionyoucansetthecommenthatappearsn the Certificate Signers’
Certificate window. The variableis nsComrent andyou shouldprovide a suitabledescription
for the certificate.

« Inthe[ user_cert ] sectionyoucanspecifytherevocationURLSs for boththe RootCA Cer
tificateandthe othercertificates.

Note: In the same group of variables, care should be taken with the nsSsl Server Nane
variable as it crashes certain versions of the Netscape® WWW browser, if it is set.

Notes

1. http://mvww.perl.com/CRN-local/authors/id/GRRR/Corvert-BER-1.%6.targz
2. http://www.perl.com/CRN-local/authors/id/GAAS/MIMEBase642.11 tar.gz
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http://www.perl.com/CRN-local/authors/id/GAAS/URI-1.8tar.gz

http://www perl.com/CRN-local/authors/id/GAAS/Digest-MD2.09.tar.gz

http://www perl.com/CRN-local/authors/id/GBRR/perl-ldap6.13.targz
http://www.perl.com/CRN-local/authors/id/CDONLEY/Net-LBPap-1.42.tar.gz
http://www.perl.com/CRN-local/authors/id/M/MA/MADWOLF/OpenCA-Cotiiguration-1.2.targz
http://www.perl.com/CRN-local/authors/id/M/IMA/MADWOLF/OpenCA-TRIState CGIt.02.targz
ftp://ftp.ripe.net/iso3166-caurycodes
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This documentatioiis releasedinderthefollowing license.

E.1. GNU Free Documentation License

Versionl.1,March2000

© 2000FreeSoftwareFoundation)nc. 59 TemplePlace Suite330,Boston,MA 02111-130USA
Everyoneis permittedto copy anddistribute verbatimcopiesof this licensedocumentput changing
it is notallowed.

E.1.1. PREAMBLE

The purposeof this Licenseis to make a manual,textbook, or otherwritten document'free” in
the senseof freedom:to assureeveryonethe effective freedomto copy andredistritute it, with or
without modifying it, eithercommerciallyor noncommerciallySecondarilythis Licensepreseres
for theauthorandpublisheraway to getcreditfor their work, while not beingconsideredesponsible
for modificationsmadeby others.

This Licenseis a kind of "copyleft", which meansthat derivative works of the documentmust
themselesbe freein the samesenselt complementshe GNU GeneralPublic License,whichis a
copyleft licensedesignedor free software.

Wehave designedhisLicensen orderto useit for manualdor freesoftware becauséreesoftware
needsfree documentationa free programshouldcomewith manualsproviding the samefreedoms
that the software does.But this Licenseis not limited to software manuals;it canbe usedfor ary
textualwork, regardles®of subjectmatteror whetheiit is publishedasa printedbook.We recommend
this Licenseprincipally for workswhosepurposes instructionor reference.

E.1.2. APPLICABILITY AND DEFINITIONS

This Licenseappliesto any manualor otherwork that containsa notice placedby the copyright
holdersayingit canbedistributedunderthe termsof this License.The "Document” below, refersto
ary suchmanualor work. Any memberof the publicis alicenseeandis addresseds"you".

A "Modified Version"of the Documentmeansary work containingthe Documentor a portion of
it, eithercopiedverbatim,or with modificationsand/ortranslatednto anothedanguage.

A "SecondanSection"is a namedappendixor a front-mattersectionof the Documentthatdeals
exclusively with the relationshipof the publishersor authorsof the Documentto the Documents
overall subject(or to relatedmatters)andcontainsnothingthatcouldfall directly within thatoverall
subject.(For example,if the Documentis in part a textbook of mathematicsa SecondarySection
may not explain ary mathematics.Yhe relationshipcould be a matterof historicalconnectionwith
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thesubjector with relatedmatterspor of legal, commercial philosophical ethicalor political position
regardingthem.

The"InvariantSections'arecertainSecondanBectionsvhosetitles aredesignatedasbeingthose
of InvariantSectionsjn the noticethat saysthatthe Documents releasedinderthis License.

The"Cover Texts" arecertainshortpassagesf text thatarelisted,asFront-Cover Texts or Back-
Cover Texts, in the noticethatsaysthatthe Documentis releasedinderthis License.

A "Transparenttopy of the Documentmeansa machine-readableopy, representedh a format
whosespecificationis availableto the generalpublic, whosecontentscanbe viewed and editeddi-
rectly andstraightforwardlywith generictext editorsor (for imagescomposeaf pixels)genericpaint
programsor (for drawings)somewidely availabledrawing editor, andthatis suitablefor inputto text
formattersor for automatictranslationto a variety of formatssuitablefor input to text formatters.
A copy madein an otherwiseTransparentile formatwhosemarkuphasbeendesignedo thwart or
discouragesubsequennodificationby readerss not TransparentA copy thatis not"Transparentfs
called"Opaque".

Examplesf suitableformatsfor Transparentopiesincludeplain ASCII withoutmarkup, Texinfo
input format, LaTeX input format, SGML or XML usinga publicly available DTD, and standard-
conformingsimple HTML designedfor humanmodification. Opagueformatsinclude PostScript,
PDF, proprietaryformatsthat canbe readand editedonly by proprietaryword processorsSGML
or XML for which the DTD and/orprocessingools are not generallyavailable,and the machine-
generatedHTML producedoy someword processoror outputpurposesnly.

The"Title Page"meansfor a printedbook, thetitle pageitself, plus suchfollowing pagesasare
neededo hold, legibly, the materialthis Licenserequiresto appeatin the title page.For worksin
formatswhich do nothave ary title pageassuch,"Title Page"meanghetext nearthe mostprominent
appearancef thework’stitle, precedinghe beginningof the body of thetext.

E.1.3. VERBATIM COPYING

You may copy anddistribute the Documentin any medium,eithercommerciallyor noncommer
cially, provided that this License,the copyright notices,andthe licensenotice sayingthis License
appliesto the Documentarereproducedn all copies,andthatyou addno otherconditionswhatso-
ever to thoseof this License.You may not usetechnicalmeasureso obstructor controlthereading
or further copying of the copiesyou make or distribute. However, you may acceptcompensatiorin
exchangefor copies.If you distribute a large enoughnumberof copiesyou mustalso follow the
conditionsin section3.

You may alsolend copies,underthe sameconditionsstatedabove, andyou may publicly display
copies.

E.1.4. COPYING IN QUANTITY
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If you publish printed copiesof the Documentnumberingmore than 100, and the Documents
licensenotice requiresCover Texts, you must enclosethe copiesin coversthat carry, clearly and
legibly, all theseCover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the
backcover. Both coversmustalsoclearly andlegibly identify you asthe publisherof thesecopies.
The front cover mustpresenthe full title with all words of thetitle equally prominentandvisible.
You mayaddothermaterialon the coversin addition.Copying with changedimited to the covers,as
long asthey preserethetitle of the Documentandsatisfytheseconditions canbetreatedasverbatim
copying in otherrespects.

If therequiredtexts for eithercoveraretoo voluminousto fit legibly, you shouldput thefirst ones
listed (asmary asfit reasonablypn the actualcover, andcontinuetherestontoadjacenpages.

If you publishor distribute Opaquecopiesof the Documentumberingmorethan100, you must
eitherincludea machine-readabl€ransparentopy alongwith eachOpaquecopy, or statein or with
eachOpaquecopy a publicly-accessibleomputernetwork locationcontaininga completeTranspar
entcopy of the Documentfreeof addedmaterial,which the generahetwork-usingpublic hasaccess
to downloadanorymouslyat no chage usingpublic-standarehetwork protocols.If you usethelatter
option, you musttake reasonablyprudentsteps,whenyou begin distribution of Opaquecopiesin
guantity to ensurethatthis Transparentopy will remainthusaccessiblat the statediocationuntil
atleastoneyearafterthelasttime you distribute an Opaquecopy (directly or throughyour agentor
retailers)of thateditionto the public.

It is requestedbut not required,thatyou contactthe authorsof the Documentwell beforeredis-

tributing arny large numberof copies,to give thema chanceto provide you with an updatedversion
of theDocument.

E.1.5. MODIFICATIONS

Youmay copy anddistributea Modified Versionof the Documentunderthe conditionsof sections
2 and3 above, providedthatyou releasehe Modified Versionunderpreciselythis License with the
Modified Versionfilling the role of the Document,thus licensingdistribution and modification of
the Modified Versionto whoever possessea copy of it. In addition,you mustdo thesethingsin the
Modified Version:

1. Usein the Title Page(andonthe covers,if ary) atitle distinctfrom that of the Documentand
from thoseof previousversiongwhich should,if therewereary, belistedin the History section
of the Document).You may usethe sametitle asa previous versionif the original publisherof
thatversiongivespermission.

2. List ontheTitle Page,asauthors,oneor morepersonsr entitiesresponsibldor authorshipof
the modificationsin the Modified Version,togethemwith at leastfive of the principal authorsof
theDocument(all of its principalauthorsjf it haslessthanfive).

3. StateontheTitle pagethe nameof the publisherof the Modified Version,asthe publisher

4. Presere all the copyright noticesof the Document.
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5. Add anappropriatecopyright noticefor your modificationsadjacento the othercopyright no-
tices.

6. Include,immediatelyafterthe copyright notices,a licensenotice giving the public permission
to usethe Modified Versionunderthetermsof this License,in theform showvn in the Addendum
below.

7. Preserein thatlicensenoticethefull lists of InvariantSectionsandrequiredCover Texts given
in the Documents licensenotice.

8. Includeanunaltereccopy of this License.

9. Presere the sectionentitled "History", andits title, and addto it an item statingat leastthe
title, year, new authorsandpublisherof the Modified Versionasgivenonthe Title Page.If there
is no sectionentitled"History" in the Document,createone statingthe title, year, authors,and
publisherof the Documentasgivenonits Title Page,thenaddanitem describingthe Modified
Versionasstatedn theprevioussentence.

10. Presere the network location,if any, givenin the Documentfor public accesgo a Transparent
copy of the Document,andlikewise the network locationsgivenin the Documentfor previous
versiondt wasbasedn. Thesemaybe placedin the"History" section.You may omit a network
locationfor a work that was publishedat leastfour yearsbeforethe Documentitself, or if the
original publisherof the versionit refersto givespermission.

11. In ary sectionentitled"Acknowledgements'tr "Dedications” presenre the sections title, and
presere in the sectionall the substancendtone of eachof the contributor acknavledgements
and/ordedicationgjiventherein.

12. Presere all the InvariantSectionsof the Document,unalteredin their text andin their titles.
Sectionnumbersor the equivalentarenot consideregart of the sectiontitles.

13. Deleteary sectionentitled"Endorsements'Sucha sectionmaynotbeincludedin the Modified
Version.

14. Do not retitle any existing sectionas"Endorsementsor to conflict in title with ary Invariant
Section.

If the Modified Versionincludesnew front-mattersectionsor appendicethatqualify asSecondary
Sectionsandcontainno materialcopiedfrom the Documentyou may at your optiondesignatesome
or all of thesesectionsasinvariant.To do this, addtheir titles to thelist of InvariantSectionsn the
Modified Versionslicensenotice. Thesetitles mustbe distinctfrom ary othersectiontitles.

You mayadda sectionentitled"Endorsements'providedit containsnothingbut endorsementsf
your Modified Versionby variousparties—forexample,statementsf peerreview or thatthetext has
beenapprosedby anorganizatiorasthe authoritatve definition of a standard.

Youmayaddapassagef upto five wordsasa Front-Cover Text, anda passagef up to 25 words
asaBack-Cover Text, to theendof thelist of Cover Textsin the Modified Version.Only onepassage
of Front-Cover Text andoneof Back-Cover Text maybeaddedby (or througharrangementsiadeby)
ary oneentity. If theDocumentalreadyincludesa covertext for the samecover, previously addedoy
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you or by arrangementnadeby the sameentity you areactingon behalfof, youmaynotaddanother;
but you may replacethe old one,on explicit permissionfrom the previous publisherthat addedthe
old one.

Theauthor(syandpublisher(spf the Documentdo not by this Licensegive permissiorto usetheir
namesdfor publicity for or to asseror imply endorsemerf any Modified Version.

E.1.6. COMBINING DOCUMENTS

You may combinethe Documentwith other documentseleasedunderthis License,underthe
termsdefinedin section4 above for modifiedversionsprovidedthatyou includein the combination
all of thelnvariantSectionsof all of theoriginal documentsyunmodified andlist themall asinvariant
Sectionof your combinedwork in its licensenotice.

The combinedwork needonly containonecopy of this License,andmultiple identical Invariant
Sectionsmay be replacedwith a singlecopy. If thereare multiple InvariantSectionswith the same
namebut differentcontentsmalke thetitle of eachsuchsectionuniqueby addingat the endof it, in
parentheseghe nameof the original authoror publisherof that sectionif known, or elsea unique
number Make the sameadjustmento the sectiontitles in thelist of InvariantSectiondn thelicense
noticeof thecombinedwork.

In thecombinationyou mustcombineary sectionsentitled"History" in thevariousoriginal docu-
ments forming onesectionentitled"History"; likewisecombineary sectionentitled"Acknowledge-
ments"andary sectionentitled"Dedications".You mustdeleteall sectionentitled"Endorsements."

E.1.7. COLLECTIONS OF DOCUMENTS

You may make a collectionconsistingof the Documentand otherdocumentseleasedinderthis
License,and replacethe individual copiesof this Licensein the variousdocumentswith a single
copy thatis includedin thecollection,providedthatyou follow therulesof this Licensefor verbatim
copying of eachof thedocumentsn all otherrespects.

You may extract a single documentfrom sucha collection, and distribute it individually under
this License providedyou inserta copy of this Licenseinto the extracteddocumentandfollow this
Licensein all otherrespectsegardingverbatimcopying of thatdocument.

E.1.8. AGGREGATION WITH INDEPENDENT WORKS

A compilationof theDocumenbr its derivativeswith otherseparatandindependeniocumentsr
works,in or onavolumeof astorageor distribution medium,doesnotasawholecountasa Modified
Versionof the Document provided no compilationcopyright is claimedfor the compilation.Sucha
compilationis calledan"aggregate",andthis this Licensedoesnot applyto the otherself-contained
works thus compiledwith the Document,on accountof their beingthus compiled,if they are not
themselesderivative worksof theDocumentlf the Cover Text requiremenbf section3 is applicable
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to thesecopiesof the Documentthenif the Documents lessthanonequarterof theentireaggreyate,
the Documents Cover Texts may be placedon coversthat surroundonly the Documentwithin the
aggreyate.Otherwisethey mustappeaion coversaroundthewholeaggreyate.

E.1.9. TRANSLATION

E.1.10.

E.1.11.

Translationis considereda kind of modification,so you may distribute translationsof the Doc-
umentunderthe termsof section4. ReplacinglnvariantSectionswith translationsequiresspecial
permissionfrom their copyright holders,but you may include translationsof someor all Invariant
Sectionsn additionto the original versionsof thesenvariantSectionsYoumayincludeatranslation
of this Licenseprovidedthatyou alsoincludethe original Englishversionof this License.In caseof
a disagreemenetweerthe translationandthe original Englishversionof this License the original
Englishversionwill prevail.

TERMINATION

Youmaynotcopy, modify, sublicenseor distributethe Documeniexceptasexpresslyprovidedfor
underthis License Any otherattemptto copy, modify, sublicenser distributethe Documents void,
andwill automaticallyterminateyour rights underthis License.However, partieswho have receved
copies,or rights, from you underthis Licensewill not have their licensegerminatedsolong assuch
partiesremainin full compliance.

FUTURE REVISIONS OF THIS LICENSE

TheFreeSoftwareFoundatiormaypublishnew, revisedversionsof the GNU FreeDocumentation
Licensefrom time to time. Suchnew versionswill besimilarin spirit to the presenwersion,but may
differ in detailto addressiew problemsor concernsSeehttp://www.gnu.og/copyleft/. Eachversion
of the Licenseis given a distinguishingversionnumber If the Documentspecifiesthat a particular
numberedrersionof this License"or ary laterversion"appliesto it, you have the optionof following
thetermsandconditionseitherof thatspecifiedversionor of ary laterversionthathasbeenpublished
(notasadraft) by the FreeSoftwareFoundationlf the Documentdoesnot specifyaversionnumber
of this License,you may chooseary versionever published(not asa draft) by the Free Software
Foundation.
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This documentwas written in DocBook, an SGML DTD. In orderto produceHTML, DVI,
PostScript®andotherfile formats,we usedthe DSSSLenginejade by Jame<lark. More informa-
tion aboutall thesecanbe found at the The DocBookDTD! WWW pagesThe DSSSLstylesheets
wereprovidedby NormalWalst. A usefulbookaboutDocBookcanbefoundat[WalshMuellner99].

The Jade ®X macros wereusedfor the DVI, PSandPDF output.Jade €X is underdevelopment
andspecificmistalesin therenderingof this documentredueto bugs(mostcommonlywith regards
with tables) It is expectedo befixedsoon.Theauthorof JadeEX is SebastiafRantz.

Thefigureswerecreatedwith xfig. More informationcanbefoundatthe XFIG Drawing Program
for X Window System.

Thetext editorusedwasvim by BramMoolenaarMore informationcanbefoundattheVIM (Vi
IMproved)HomePage®

This documentvasproduceddn aworkstationrunningthe Linux® OperatingSystem.

Theauthorof this documenis Symeon(Simos)Xenitellis andhe canbereachedat this e-maif.

Notes
http://www.0asis-open.gidoctook/

http://www.nwalsh.com
http://www.tug.oig/applications/jadex/
http://www.xfig.org

http://www.vim.org

2

mailto:S.Xenitellis@rhbnc.ac.uk
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CAServer (OpenCA terminology)
The Certification Authority. In this documentit is usedto describethe CA asdescribedn
Figure6-1
RAServer (OpenCA terminology)
The Registration Authority. In this documentit is usedto describethe RA asdescribedn
Figure6-1
RAOperator (OpenCA terminology)

Thefront—endof the RegistrationAuthority thatinteractswith theusersin this documenits
functionalityis describedat Figure6-1

Entity authentication mechanisms

Entity authenticatiormechanismsallow the verification,of an entity’s claimedidentity, by
anotherentity. The authenticityof the entity can be ascertainednly for the instanceof the
authenticatiorexchange.

Peer entity authentication

Peerentity authenticationis the corroborationthat a peerentity in an associatioris the one
claimed. This serviceis provided for useat the establishmenof, or at timesduring, the data
transferphaseof a connectiorto confirmtheidentitiesof oneor moreof the entitiesconnected
to oneor moreof the otherentities.

Algorithm

An unambiguoudormula or setof rulesfor solving a problemin a finite numberof steps.
Algorithmsfor encryptionareusuallycalledCiphers.

Certification Authority (CA)

An entity that atteststo the identity of a personor an organisationA CertificateAuthority
might be an externalcompaly suchasVeriSignthatoffers certificateservicesor they might be
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aninternalorganisationsuchasa corporateMIS departmentThe CertificateAuthority’s chief
functionis to verify theidentity of entitiesandissuedigital certificatesattestingto thatidentity.

Theacrorym CA canbefoundin differentvariations.

« CertificationAuthority (Usedin this documentndfoundin mostdocuments)
- Certifying Authority (Foundin the RSA SecurityCrypto FAQ")

« CertificateAuthority (Foundin variousdocuments)

Certificate Request

An unsignedcertificatefor submissiorto a Certification Authority, which signsit with the
PrivateKey. Oncethe certificaterequesigetssigned,it becomes Certificate. This termis used
in PKIX terminologyandit is the samewith the CertificateSigningRequestWe usebothterms
to describehe samething.

Certificate Signing Request (CSR) (OpenCA terminology)

An unsignedcertificatefor submissiorto a Certification Authority, which signsit with the
PrivateKey of their CA Certificate Oncethe CSRis signed,it becomesrealcertificate.

Cipher

An algorithmor systemfor dataencryption ExamplesareDES, IDEA, RC4,etc.

Cipher text

Theresultof theencryptionof ciphertet, usinga cipher

Configuration Directive

A configurationcommandthat controls one or more aspectsof a programs behavior. In
Apachecontext theseareall the commandhamesdn thefirst columnof the configuratiorfiles.

Cross—cer tificate

A cross—certificatés a certificateissuedby one CA to anotherCA which containsa CA
signaturekey usedfor issuingcertificates.
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DER format

A binaryformatto encodecertificates.

Digital Signature

A methodof signing electronicdocumentgotherwisedigital data)usingPublic Key Cryp-
tography

Digital Timestamp

An electronicrecordthatmathematicallyinks adocumento atime anddate.

Electr onic Commer ce

Theexchangeof goods servicesandfiduciaryinformationor instrumentwia distributedcom-
puterandcommunicatiometworks.

Expor t—Crippled

Diminishedin cryptographistrength(andsecurity)in orderto complywith theUnited States’
ExportAdministrationRegulations(EAR). Export—crippleccryptographicsoftwareis limited to
asmallkey size,resultingin Ciphertext which usuallycanbedecryptedby bruteforce.

Currentlythereis draft policy in the United Statesthat provides substantiafreedomto the
availability of cryptographicsoftware.This policy remainsto be finalisedandvotedin orderto
becomeeffective. Similar legislationis expectedo bevotedin the EuropearParliamentsoon.

Fully—Qualified Domain—Name (FQDN)

The uniguenameof a network entity, consistingof a hostnameanda domainnamethatcan
resoleto anlP addressFor example www is a hostnamewhateser.comis adomainname and
www.whatever.comis a fully—qualifieddomainname.

HyperText Transfer Protocol (HTTP)

The HyperText TransportProtocolis the standardransmissiorprotocolusedon the World
Wide Weh
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HTTPS

The HyperText TransportProtocol(Secure) the standardencryptedcommunicatiormecha-
nismonthe World Wide Weh Thisis actuallyjustHTTP over SSL.

Keyholder

Theentity (oftenaperson)hatcontrolsa privatekey.

Key recovery

Theability of anindividual, organisatioror their authorisedagentgo obtainanextra copy of
akey (or otherinformationnecessarfor decryptionhatenableshemto decryptthe ciphertext.

Lightweight Director y Access Protocol (LDAP)

LDAP is a specificatiornfor a client—serer protocolto retrieve and managedirectoryinfor-
mation.

Message Digest

A hashof a messagewhich canbe usedto verify thatthe contentsof the messagdave not
beenalteredin transit.

OpenLD AP

OpenLDAP is an open—sourcémplementationof LDAP. It providesa stand—alone. DAP
sener, a stand—aloné.DAP replicationsener, librariesimplementingthe LDAP protocol,and
otherrelevantsoftware.For moreinformationon OpenLDAP, seehttp://www.openldap.ay/.

OpenSSL

An open—sourcémplementatiorof the SSL/TLS protocol. |t is basedon SSLeay For more
aboutOpenSSL see http://www.openss|.ay/

Pass Phrase

The word or phrasethat protectsprivate key files. It preventsunauthorizedusersfrom en-
cryptingthem.
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PEM format

A text (ASCII) formatthatcanbe usedto encodeCertificateslt is essentiallythe Certificate
in DER formatthathasbeenencodedvith Base64andhada heademlandfooteradded.

Plainte xt

Thetext thatwill beencryptedIf we decryptsuccesfullya ciphertext, the resultis the plain-
text.

Private Key

Thesecrekey in aPublicKey Cryptographysystemusedto decryptincomingmessageand
signoutgoingones.

Public Key

Thepublically availablekey in a PublicKey Cryptographysystemusedto encryptmessages
boundfor its ownerandto verify signaturesnadeby its owner.

Public Key Cryptograph y

The studyandapplicationof asymmetricencryptionsystemswhich useonekey for encryp-
tion andanotherfor decryption.A correspondingpair of suchkeys constitutesa key pair. Also
calledAsymmetricCryptography

Public Key Cryptograph y Standar ds PKCS

A seriesof cryptographicstandardsiealingwith public-key issuespublishedby RSA Labo-
ratories.

S—expressions

Datastructureghataresuitablefor representin@rbitrarycomplex datastructures.

Secure Sockets Layer (SSL)
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A protocol createdby NetscapeCommunicationsCorporationfor generalcommunication
authenticatiormndencryptionover TCP/IPnetworks. Themostpopularusagds HTTPS,i.e. the
HyperText TransferProtocol(HTTP) over SSL.

Single Sign—On (SSO)

Theability to authenticat®nceandusesereralsecurityservicedasenthatauthentication.

SSLeay

Theoriginal SSL/TLSimplementationibrary developedby Eric A. Yound; seehttp://www.ssleayorg/*.
Now it hasbeenrenamedo OpenSSLseeOpenSSL.

Symmetric Cryptograph y

The study and applicationof Ciphersthat usea single secretkey for both encryptionand
decryptionoperations.

Transpor t Layer Security (TLS)

The successoprotocolto SSL, createdby the InternetEngineeringTask Force (IETF) for
generalcommunicatiorauthenticatiorand encryptionover TCP/IP networks. The currentver-
sion, TLS versionl, is nearlyidenticalwith SSLversion3.

Trusted Third Party (TTP)

Another descriptionfor the Certification Authority that stressedhat the keeperof the CA
privatekey shouldbe an organisatioror an entity that hasno interestsor ties of arny kind with
theclients.

Uniform Resour ce Locator (URL)

The formal identifier to locatevariousresource®n the World Wide Weh The mostpopular
URL schemas http. SSLusesheschemeHTTPS.

X.500

A CCITT specificatiorfor directoryservices.
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X.509

An authenticatiorcertificateschemeaecommendedy the InternationalTelecommunication
Union (ITU-T) whichis usedfor SSL/TLS authentication.

Attrib ute Authority (AA)

An authoritytrustedby oneor moreusersto createandsign attribute certificateslt is impor-
tantto notethat the Attribute Authority is responsiblgor the attribute certificatesduring their
wholelifetime, notjustfor issuingthem.

Attrib ute Certificate (AC)

A datastructurecontaininga setof attributesfor an end-entityand someotherinformation,
whichis digitally signedwith the privatekey of the AA whichissuedit.

Certificate

Canreferto eitheranAttribute Certificateor a PublicKey Certificatecertificate Wherethere
is no distinctionmadethe context shouldbe assumedo applyto bothan AC anda public key
certificate.

Certification Authority (CA)

An authority trustedby one or more usersto createand assignpublic key certificates.Op-
tionally the CertificationAuthority may createthe users keys. It is importantto notethatthe
CertificationAuthority is responsibldor the public key certificatesduringtheir whole lifetime,
notjustfor issuingthem.

Certificate Policy (CP)

A namedsetof rulesthatindicatesthe applicability of a public key certificateto a particular
communityor classof applicationwith commonsecurityrequirements-or example aparticular
certificatepolicy might indicateapplicability of a type of public key certificateto the authenti-
cation of electronicdatainterchangeransactiongor the trading of goodswithin a given price
range.

Certification Practice Statement (CPS)
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A statemenbf the practiceswhich a Certification Authority employs in issuingpublic key
certificates.

End—entity (EE)

A subjectof a certificatewhois not a CertificationAuthority in the PublicKey Infrastructure
or anAttribute Authority in the PriviledgeManagemeninfrastructure(An End—entityfrom the
Public Key Infrastructurecanbe an Attribute Authority in the Priviledge Managementnfras-
tructure.)

Public Key Certificate (PKC)

A datastructurecontainingthe public key of anend-entityandsomeotherinformation,which
is digitally signedwith the privatekey of the CertificationAuthority which issuedit.

Public Key Infrastructure (PKI)

The setof hardware, software, people,policies and proceduresieededo create,manage,
store,distribute,andrevoke PKCsbasedn public-key cryptography

Priviledg e Management Infrastructure (PMI)

A collectionof Attribute Certificateswith their issuingAttribute Authority’s, subjectsrely-
ing parties,andrepositoriesis referredto asa PriviledgeManagemeninfrastructure

Registration Authority (RA)

An optionalentity givenresponsibilityfor performingsomeof theadministratve tasksneces-
saryin theregistrationof subjectssuchas:confirmingthe subjects identity; validatingthatthe
subjectis entitledto have the valuesrequestedn a PublicKey Certificateandverifying thatthe
subjecthaspossessionf the privatekey associatedavith the public key requestedor a Public
Key Certificate.

Relying Party

A useror agent(e.g.,a client or sener) who relies on the datain a certificatein making
decisions.
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Root CA

A CertificationAuthority thatis directly trustedby an End—entity;thatis, securelyacquiring
thevalueof a Root CA public key requiressomeout-of-bandstep(s).This termis not meantto
imply thata RootCA is necessarilyatthetop of arny hierarchy simply thatthe CA in questionis
trusteddirectly.

Subor dinate CA

A subodinateCA s onethatis nota Root CA for the End—entityin questionOften,a subor
dinateCA will notbea RootCA for ary entity but thisis notmandatory

Subject

A subijectis the entity (Attribute Authority, CertificationAuthority, or End—entity)namedin
a certificate.Subjectscanbe humanusers computergasrepresentetty DomainNameService
(DNS) namesor InternetProtocol(IP) addressespr evensoftwareagents.

Top CA

A CertificationAuthority thatis atthetop of a PKI hierarchy

Notes

http://www.rsasecuritcom/rsalabs#q/index.html
http://www.openssl.ay/

mailto:eay@aus.rsa.com

A

http://www.ssleayorg/
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